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Komputer Forensik adalah cabang dari ilmu forensik berkaitan dengan bukti hukum

yang ditemukan di komputer dan media penyimpanan digital.

Maraknya tindakan kejahatan dalam dunia komputer, membutuhkan proses
pembuktian yang tidaklah mudah, oleh karena itu, kajian bidang komputer forensik ini masih
tergolong baru dan masih terus dikembangkan, sehingga nantinya, semua kasus-kasus

kejahatan komputer mampu dibuktikan secara sah di pengadilan.

Saat ini, kajian komputer forensik dibagi menjadi beberapa bidang seperti Internet
Forensik yang khusus membahas forensik dalam ranah internet dan aplikasinya, lalu ada
Network Forensik, Disk Forensik, Database Forensik, Firewall Forensik, Mobile Device Forensik

dan System Forensik yang kesemuanya secara umum berada dalam kontek komputer forensik.

Tujuan dari Komputer Forensik adalah untuk mengamankan dan menganalisa bukti
digital. Selain itu juga bertujuan untuk mendapatkan fakta-fakta objektif dari sebuah insiden /
pelanggaran keamanan sistem informasi. Fakta-fakta tersebut setelah diverifikasi akan menjadi

bukti-bukti (evidence) yang akan digunakan dalam proses hukum.
KASUS :

Ada seorang pengedar narkoba yang tertangkap polisi, polisi mendapatkan barang bukti berupa
harddrive yang sudah korup dari tersangka. Bagaimana cara kita me- recover harddrive

tersebut sehingga kita mendapatkan informasi di dalam nya.
Pada percobaan kali ini, menggunakan beberapa tools berikut :

1. Autopsy
Merupakan sebuah antarmuka grafis yang menyediakan fungsi manajemen kasus,
integritas gambar, pencarian kata kunci, dan operasi lainnya.

2. Foremost
Foremost merupakan aplikasi berbasis console yang melakukan recovery file yang
terhapus berdasarkan header file, footer file, data struktur data. Foremost dapat bekerja
pada image file (.iiso, dll), seperti yang dihasilkan oleh dd, Safeback, Encase, dll, atau
langsung pada drive.

3. Strings
Adalah sebuah aplikasi yang digunakan untuk mengetahui password dalam suatu file.

Pada percobaan ini yaitu file image



Langkah kerja :

1. Install tools, selain strings karena tools string sudah tersedia pada OS ubuntu

2. Buka wesite berikut http://old.honeynet.org/scans/scan24/. Kemudian download “ file

image.zip ”. File tersebut merupakan bahan yang akan kita analisa menggunakan 3 tools
diatas.
Image.Zip (old.honeynet.org/scans/scan24/image.zip) md>5 :

b676147f63923e1f428131d59b1d6a72

ol honeynet.org/scans/scand. | b wi e + A & =

IScan of the Month

Scan 24

This month's chal

The Challenge:
The folks from D ch Wo e created a uniqus challenge fo you. Your mission s to analyze a recovered floppy and answar the questions belon. What
makes this challe ou will need to rea eport before continuing your challenge. Just like an investigation in the real world, you will have some background
A G upto you and ynurtechmna\ skills to dig up the answers. Below is the dd image of the recovered floppy. This is the image that will provide you
the answers, providing you can ‘extract’ the data

Lo ] omeas

p MD5 = bT614763923¢11428131d59b1d6a72 ( image zip )
Make sure you check the MD5 checksum of your download before you unzip it.

Questions
You can find all the criteria for judging and rules at the Sotl main page

1. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier?
2 What crucial data is available within the coverpage.jpg file and why is this data crucial?

3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent?

4. For each file, what processes were taken by the suspect to mask them from others?

5. What processes did you (the investigator) use to successfully examine the entire contents of each file?

Bonus Question:
6. What Microsoft program was used to create the Cover Page file. What is your proof (Proof is the key to getting this question right, not just making a guess).

Some URLS to help you out

The Results:

= Fungsi md5sum : sebuah file pasti ada md5sum yang berfungsi untuk mengecek keaslian

dari file atau integritas file

3. Fungsi perintah di bawah ini yaitu untuk mengecek tipe file. Jika kita menemukan file

yang tidak ada ekstensi, maka kita bisa menggunakan perintah sintaks tersebut.

@S @ root@mardiah-X455LF: fhome/mardiah/Downloads

root@mardiah-X455LF: fhome/mardiah fDownloads# 1s
image

root@mardiah-X455LF: fhome/mardiah/Downloads# file image
image: DOS floppy 1440k, x86 hard disk boot sector
root@mardiah-X455LF: fhome/mardiah/Downloads# I
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4. Setelah kita tahu bahwa file tersebut file boot sector, maka akan melakukan proses

mounting. Lalu Mengecek keaslian file

root@mardiah-X455LF: fhome/mardiah/Downloads# mkdir /tmp/Markoba
root@mardiah-X455LF: fhome/mardiah/Downloads# mount image /tmp/Markoba
root@mardiah-X455LF: fhome /mardiah/Downloads# cd [tmp/Narkoba
root@mardiah-X455LF: /tmp/Narkoba# 1s

cover page.jpgc SCHEDU~1.EXE

root@mardiah-X455LF: /tmp/Narkoba# file *

cover page.jpgc : ERROR: cannot read “cover page.]jpgc
utfoutput error)

SCHEDU~1.EXE: Zip archive data, at least v2.8 to extract
root@mardiah-X455LF: /tmp/Narkoba# I

cover page. SCHEDU-1.EXE
jpgc

5. Kemudian menggunakan tools autopsy. Karena tools ini bekerja menggunakan search
engine, jadi tools ini memberikan informasi yaitu :
e Remote Host : localhost

e Local Port: 9999

® ® @ root@mardiah-X455LF: /tmp/Narkoba
root@mardiah-X455LF: /tmp/Narkoba# autopsy

Autopsy Forensic Browser
http://www.sleuthkit.org/autopsy/

Evidence Locker: /fvar/lib/autopsy
Start Time: Wed Mar 29 ©3:35:50 2017
Remote Host: localhost

Local Port: 9999

Open an HTML browser on the remote host and paste this URL in it:

http://localhost:9999/autopsy

Keep this process running and use <ctrl-c> to exit




6. Buka search engine dengan alamat dari informasi diatas “localhost : 9999 / autopsy “

(] Autopsy Forensic Browser - Mozilla Firefox

ﬂ)Autapsy Forensic Browser L 3
localhost +@ B~ e Q —:; @
WARNING: Your browser currently has Java Script enabled.

You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.

Autopsy Forensic Browser 2.24

http://www.sleuthkit.org/autops:

OPEN CASE NEW CASE HELP

7. Mengatur hostname, siapa yang melakukan forensik pada komputer target

Create A New Case - Mozilla Firefox
By Create A New Case +
< ¥ localhost ~@| B~ coogle Q

e
B

CREATE A NEw CASE

1. Case Name: The name of this investigation. It can contain only letters,
numbers, and symbols.

Kasus_Narkoba

2. Description: An optional, one line description of this case.
KJK

3. Investigator Names: The optional names (with no spaces) of the
investigators for this case.

a. |Mardiah b.
Ta d.
e. f.
g h.
i. ]

CANCEL HeLP




8. Menambahkan file yang akan di autopsy. Dalam percobaan ini menggunakan file image

Add Image To Kasus_Narkoba:host1 - Mozilla Firefox

iy Add Image To Kasus_Narkoba:...

$ ) localhost + €| [B~ Google Q 4 &y

Case: Kasus Narkoba
Host: hostl
ADD A NEW IMAGE

1. Location

Enter the full path (starting with /) to the image file.

If the image is split (either raw or EnCase), then enter *' for the
extension.

/home/mardiah/Downloads/image

2. Type
Please select if this image file is for a disk or a single partition.
' Disk @ Partition

3. Import Method

To analyze the image file, it must be located in the evidence locker. It can
be imported from its current location using a symbolic link, by copying it,
or by moving it. Note that if a system failure occurs during the move,
then the image could become corrupt.

@ Symlink ' Copy ' Move

NEXT

CANCEL HELP

Open Image In Kasus_Narkoba:host2 - Mozilla Firefox

> OpenImage In Kasus_Narkoba...

£ ) localhost » &/ B~ Google a I &
Case: Kasus_Narkoba
Host: host2
Select a volume to analyze or add a new image file.
CASE GALLERY HOST GALLERY E HosT MANAGER
mount name fs type
@ c:/f image-0-8 fatl2 details
ANALYZE ADD IMAGE FILE CLosE HosT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES

VIEW NOTES EVENT SEQUENCER



Kasus_Narkoba:host2:vol1 - Mozilla Firefox

i Kasus_Narkoba:host2:vol1

< localhost ~C| B~ Q J\-/L @
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELr CLOSE
7 X
Directory Seek Current Directory: c:/
ADD NoTE GENERATE MDS LisT oF FiLES
Enter the name of
a directory that
e want to view. DEL '.l'“)l.} NAME U WRITTEN ACCESSED CREATED Size uUD GID META
C:f dir / in
viv SFAT1 0000-00-00 0000-00-00 0000-00-00 4608 0 0 45780
00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
= viv SFAT2 0000-00-00 0000-00-00 0000-00-00 4608 0 0 45781
- 00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
File Name viv SMBR 0000-00-00 0000-00-00 0000-00-00 512 0 0 45779
Search 00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
d/d S0rphanFiles/ 0000-00-00 0000-00-00 0000-00-00 0 0 0 45782
Enter a Perl 00:00:00 (UTC) 00:00:00 (UTC) 00:00:00 (UTC)
I‘Bg‘l.l]ﬂI" r/r cover page.jpgc 2002-09-11 2002-09-11 2002-09-11 15585 0 0 8
expression for the 08:30:52 (WIB) 00:00:00 (WIB) 08:50:27 (WIB)
iilla I;ﬂt‘;‘;’is g"“ ¥ r/r Jimy dungledoc  2002-04-15 2002-09-11 2002-09-11 20480 0 0 5
want to finc. 14:42:30 (WIB) 00:00:00 (WIB) 08:49:49 (WIB)
r/r Scheduled 2002-05-24 2002-09-11 2002-09-11 1000 0O 0 11
Ysits.exe 08:20:32 (WIB) 00:00:00 (WIB) 08:50:38 (WIB)
SEARCH
ALL DELETED FILES
(s ——— File Browsing Mode

9. Dua konten dalam file image yang bisa kita gunakan untuk autopsy. Yaitu :

Kasus_Narkoba:host2:vol1 - Mozilla Firefox

1B Kasus_Narkoba:host2:vol1

< localhost ~C| 8- Q J\-,L @
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeLr CLOSE
1 X

File System Layout (in sectors)
Total Range: 0 - 2879

* Reserved: 0 - 0

** Boot Sector: 0

*FATO0:1-9

*FAT 1:10- 18

* Data Area: 19 - 2879

** Root Directory: 19 - 32

** Cluster Area: 33 - 2879

METADATA INFORMATION

Range: 2 - 45782
Root Directory: 2

CONTENT INFORMATION

Sector Size: 512
Cluster Size: 512
Total Cluster Range: 2 - 2848

FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EOF

FAT CONTENTS (in sectors)

73-103 (31) -> EOF
104-108 (5) -> EOF



10. Tampilan isi konten pertama yaitu: 73 - 103 (31 ) .> EOF. Kemudian export contens lalu

kita akan mendownload suatu file dari export contens tersebut

Kasus_Narkoba:host2:vol1 - Mozilla Firefox

ﬂbKasustarkoba:hostZ:voH &=
(¢ localhost ~ @| |B~ Google [« _\F/L @
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DATA UNIT HeELP CLOSE
7 X
Sector Number: 4mPREVIOUS NexT =)

EXPORT CONTENTS  ApD NOTE

73 ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
DT eere it a1 File Type: JPEG image data, JFIF standard 1.01
T Sectors: 73-103

Status: Allocated =

ASCII Contents of Sectors 73-103 in image-8-8

1

Sector Size: 512

...... JFIF..... . Gl
Address Type:
................. $ (7),01444, '9=82<.342
Regular (dd) = L| 21.122222222222222222222222222222222222222222222222222. . et
e j FEN 11A..0a."q.2....#B...R..53br.
Lazarus Addr: — .%&' ()*456789: [DEFGHIJSTUWXYZ(dEfghL]stuvwxyz .......................................................................................................
N '1..A0.3q."2...B.... #3R..br.
. &' ()*56789: [DEFGHIJSTUWXYZ(dsfghl]stuvwxyz .................................................................................... (.
VIEW
R R
R - ..C"2.R...u..A=2>C.5.Mmp.Z
ALLOCATION LisT

N/..>l:>.g.."i...d.L...20..31.8%. ..P...1/.. .VWv....<7..i.da...!..... 0¥+, ...

LW N{T>5V
. d

SVka@ Ao el vl GuoxdL.

11. Tampilan isi konten kedua yaitu : 104 - 108 ( 5 ) .> EOF. Sama seperti contents pertama,

pada contents kedua juga melakukan export contents dan mendownload suatu file

Kasus_Narkoba:host2:vol1 - Mozilla Firefox

ﬂéKasus_Narkeba:hos{Z:veH +
( localhost +&@| |[B~ Google Q J\-/L @
FILE ANALYSIS = KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA DaTA UNIT HeELr  CLOSE
? X
Sector Number:
104 ASCII (display - report) * Hex (display - report) * ASCII Strings (display - report)
NETE File Type: empty (Zip archive data, at least v2.0 to extract)
Sectors: Sectors: 104-108

1 Status: Allocated =

ASCII Contents of Sectors 104-108 in image-8-8
Sector Size: 512

. - T Scheduled Visits.xls..1*.I.....p....1..H.<K.u...Q..*6.5..~UF..NVO.... 6T....#....R...... #-4. HT.b.~.7.Rr..f
Address Type: .. .ShE 0K ...
Regular (dd) =
_ i..[.dz.e..xT...3.wch\af....N..2."3...6..82.q..8.<.. 2% %+....B>n. ... W....3.... "L (] T N SO SO SO Toens W
Lazarus Addr: |
py— Too 78 AT Hovounnod @...T+..&....0.0.42. +bN.C.OCW. .GL.5YE. .pP..es jUfeeeuannn p.\B5"
ALLOCATION LiST

........ %5..F.p.]...6n%.&. . .F\<

Ez..... kiM.?..... 2. 1

= File yang didownload sebelumnya yaitu :
e Voll-Sector73.raw

e Voll-Sector104.raw



12. Lalu Mengecek ekstensi dari file tersebut. Disini merupakan file dari contents yang
pertama. Setelah kita mengetahui bahwa ekstensi dari file tersebut yaitu JPEG maka kita

rename file tersebut menjadi format JPG

root@mardiah-X455LF: fhomefmardiah/Downloads# 1s

image voll-Sectori®4.raw wvoll-Sector73.raw
root@mardiah-X455LF: fhome/mardiah/Downloads# file voll-Sector73.raw
voll-Sector73.raw: JPEG image data, JFIF standard 1.01

root@mardiah-X455LF: fhome/mardiah/Downloads# I

13. Tampilan gambar yang kita dapat pada contents pertama.

vol1-Sector73.jpg

5 ¢

POT SMOKERS MONTHLY
Your monthly guide to the best pot on
the plant!

This month's festured pot grower,
smoker and seller is Jimmy Jungle.

208 x 199 pixels 15,9kB 100% 1/1

14. Lalu melakukan pengecekan ekstensi pada contens yang kedua

™ & () root@mardiah-X455LF: fhome/mardiah/Downloads
root@mardiah-X455LF: fhome/mardiah/Downloads# file voll-Sector104.raw

voll-Sectorl84.raw: Zip archive data, at least v2.0 to extract
root@mardiah-X455LF: fhome/mardiah/Downloads# I

= Dan kita mengetahui ekstensi dari file tersebut, sama seperti langkah sebelumnya, kita
rename file tersebut menjadi format zip. Dalam melakukan pengekstraksian, ternyata
file tersebut mempunyai password untuk membuka nya, sehingga kita harus mencari
tau apa passoword tersebut.

= Ternyata pada contents pertama, diselipkan password pada gambar di atas sehingga
kita akan mengetahui password tersebut dengan melakukan proses string pada file

contens pertama



M S @ root@mardiah-X455LF: /home/mardiah/Downloads

cot@mardiah-X455LF: /home/mardiah/Downloads# strings volil-Sector73.jpg I

15. Lalu akan tampil bahwa password untuk melakukan ekstraksi yaitu : goodtimes

root@mardiah-X455LF: fhome/mardiah/Downloads

pw=goodtimes
root@mardiah-X455LF: /home fmardiah/Downloads# I

16. Dan isi dari file zip berupa file exel dengan isi sebagai berikut :

A__| | C |
1 Month DAY HIGH SCHOOLS
2 2002
3 |April Monday (1) Smith Hill High School (&)
4 Tuesday (2) Key High School (B)
5 Wednesday (3) Leetch High School (C)
6 Thursday (4) Birard High School (D)
7 Friday (5) Richter High School (E)
B Monday (1) Hull High School (F)
9 Tuesday (2) Smith Hill High School (&)
10 Wednesday (3) Key High School (B)
11 Thursday (4) Leetch High School (C)
12 Friday (5) Birard High School (D)
13 Monday (1) Richter High School (E)
14 Tuesday (2) Hull High School (F)
15 Wednesday (3) Smith Hill High School (&)
16 Thursday (4) Key High School (B)
17 Friday (5) Leetch High School (C)
18 Monday (1) Eirard High School (D)
19 Tuesday (2) Richter High School (E)
20 Wednesday (3) Hull High Schoaol (F)
21 Thursday (4) Smith Hill High School (&)
22 Friday (5) Key High School (B)
23 Monday (1) Leetch High School (C)
24 Tuesday (2) Birard High School (D)




May

Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)

Richter High School (E)
Hull High School (F)
Smith Hill High School (A)
Key High School (B)
Leetch High School (C)
Birard High School (D)
Richter High School (E)
Hull High School (F)
Smith Hill High School (A)
Key High School (B)
Leetch High School (C)
Birard High School (D)
Richter High School (E)
Hull High School (F)
Smith Hill High School (A)
Key High School (B)
Leetch High School (C)
Birard High Schoaol (D)
Richter High School (E)
Hull High School (F)
Smith Hill High School (A)
Key High School (B)
Leetch High School (C)

[Monday (@

Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)
Monday (1)
Tuesday (2)
Wednesday (3)
Thursday (4)
Friday (5)

IBira.ri:I High School (D)
ichter High School (E)
Hull High School (F)
Smith Hill High School (&)
Key High School (B)
Leetch High School (C)
Birard High School (D)
Richter High School (E)
Hull High School (F)
Smith Hill High School (&)
Key High School (B)
Leetch High School (C)
Birard High School (D)
Richter High School (E)
Hull High School (F)
Smith Hill High School (#)
Key High School (B)
Leetch High School (C)
Birard High School (D)
Richter High School (E)

17. Kemudian melakukan recover jika signature nya hilang



root@mardiah-X455LF: /home/mardiah/Downloads# foremost -v -1 image -o recover
Foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

Foremost started at Wed Mar 29 03:59:03 2017
Invocation: foremost -v -i image -o recover
Qutput directory: fhomefmardiah/Downloads/recover
Configuration file: fetc/foremost.conf
Processing: image

File: image
Start: Wed Mar 29 ©3:59:03 2017
Length: 1 MB (1474560 bytes)

Num Name (bs=512) Size File Offset Comment

o: 0000eBA73. jpg 8 KB 37376
H 00000033.0le 21 KB 16896
foundat=Scheduled Visits.xlseel*eI
pt; M::Ke.auqt;QM*ﬁe.aSt;uFm.»l‘iVD@t;t;‘ﬁT@.#M

@@#— 4EEET‘PD‘-*“‘-’?‘-*R reef
i

1 ee[lfxeskUMessea_seSAtte;eQkH eol]

Length: 1 MB (1474560 bytes)
Name (bs=512) Size File Offset Comment

00000673. jpg 8 KB 37376
0000eA33.0le 21 KB 16896
foundat=Scheduled Visits.xls¢el*el
p{a Mquauq@Q@{a*ﬁ{aS@uFMNUD@M‘t’)T.#M-
ERe[lBe Tebere?eRreef
1 ee[lixeSkUMeceea_seSAte; eQk D eefi]
[§1e[§e;e20vs

2: 00000104.zip 2 KB

*

Finish: Wed Mar 29 ©3:59:03 2017

3 FILES EXTRACTED

Foremost finished at Wed Mar 29 ©3:59:03 20817
root@mardiah-X455LF: fhome /mardiah/Downloads# I

18. Berikut merupakan semua file yang kita dapatkan dari autopsy pada kasus narkoba

diatas :

i -1 i
- | zp | = L Zip | L!SJ

recover vol1-Sector104.zip vol1-Sector73.jpg image image.zip Scheduled Visits.xls



