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TASK 5

Evaluasi Keamanan Sistem “Actual Exploit”

Exploit adalah  sebuah kode yang menyerang keamanan_komputer secara  spesifik.
Exploit banyak digunakan untuk penentrasi baik secara legal ataupun ilegal untuk
mencari kelemahan (Vulnerability) pada komputer tujuan. Bisa juga dikatakan
sebuah perangkat lunak yang menyerang kerapuhan keamanan (security vulnerability)
yang spesifik namun tidak selalu bertujuan untuk melancarkan aksi yang tidak
diinginkan.

1. Pertama kita setting IP terlebih dahulu di Ubuntu Server dan DVL

ifconfig eth® 192.168.100.20 netmask 255.255.255.0_

Bt ifconfig
etho Link encap:Ethernet HWaddr 08:00:27:41:4E:02
inet addr:192.168.100.20 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 Metric:1
RX packets:83 errors:0 dropped:0 overruns:0 frame:0Q
TX packets:84 errors:0 dropped:0 overruns:0 carrier:0
collizsions:0 txgueuelen:1000
RX byte=s:9828 (9.5 KiB) TIX bytes:9502 (9.2 KiB)
Baze addreszsz:0xd010 Memory :fO0000000-f00Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 HMetric:1

R¥ packets:0 errorz:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overrunz:0 carrier:0
collisions:0 txgqueuelen:Q

RX bytes:0 (0.0 b)) TX bytes:0 (0.0 b)

rootfubuntu i shomesubuntuft ifconf ig ethd® 192.168.100.10 netmask 255.255.255.0
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rootBubuntu : shome ubuntult ifconfig
Link encap:Ethernet HWaddr 0B:00:27:10:8a:ed
inet addr:192.168.100.10 Bcast:192.168.100.255 Mask:255.255.255.
inetb addr: fed0::a00:27ff :feld:BaeZ 64 Scope:Link
UP BROADCAST RUNNING MULTICAST HMTU:1500 HMetric:1
RX packet=:104 errors:0 dropped:0 overruns:Q frame:0
T¥ packet=:135 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:1000Z (10.0 KB) TX bytes:18516 (18.5 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTIU:65536 Metric:1

RX packet=:78 errors:0 dropped:0 overrunzs:0 frame:0
TX packet=z:78 errorsz:0 dropped:0 overruns:0 carrier:0
collision=z:0 txqueuelen:0

RX byte=s:5688 (5.6 KB) TX bytes:5688 (5.6 KB)

rootPubuntu : ~home ubuntut

2. Setting network menjadi internal network seperti gambar dibawah ini.

{2 Server - Settings ‘ D i |

@ General Network

E] System Adapter 1 Adapte ‘ Adapte
@l Display
@ Storage Attached to: |Internal Network ¥
A = Name: intnet b
{’J Audio

— B> Advanced
é}ﬂ Network

@ Serial Ports
L s

[Lo] Shared Folders

‘f} User Interface

oK [| cancel |

3. PING IP Address ubuntu ke DVL
Kenapa harus melakukan perintah ping setelah setting ip address? Agar Kita tau
kedua jaringan tersebut saling tersambung atau belum. Pada gambar dibawah
membuktikan bahwa jaringan ubuntu sama DVL telah tersambung.

bt ping 192.168.100.10
PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.
64 bytes from 192.168.100.10: icmp_seq=1 ttl=64 time=0_.315 m=

64 bytes from 192.168.100.10: icmp_seq=2 ttl=64 time=1.13 ms
64 bytes from 192.168.100.10: icmp_seq=3 tt1=64 time=0.865 ms
64 bytes from 192.168.100.10: icmp_seq=4 tt1=64 time=0.569 ms
64 bytes from 192.168.100.10: icmp_seq=5 ttl1=641 time=0.783 ms
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4. Scanning nmap
Nmap —sV 192.168.100.10

Nmap —sv ( service yg sedang berjalan )
puntuff nmap —-sU

Starting Nmap 6.40 ( http:rssmmap.org ) at 2017-03-15 19:38 PDT

ass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try wu=sing ——system—dns or specify valid servers with —dns—=ervers

map scan report for 192.168.100.20

pst iz up (0.00033= latencyl.

ot zhown: 998 closed ports

STATE SERVICE VERSION

631-tcp open ipp CUPs 1.1

3306-tcp open mysqgl MySOQL C(unauthorized)

AC Address: 08:00:27:41:4E:0Z (Cadmus Computer Systems)

Service detection performed. Please report any incorrect results at http:s-nmap.
org-submits

map done: 1 IP address (1 host up) =scamned in 9.33 seconds
rootBubuntu : homesubuntudt

Y | nmap -sV 192.168.100.10

Starting Nmap 4.20 ( http:/~sinsecure.org ) at Z2017-03-16 02:43 GMT
Interesting ports on 192.168.100.10:

Not shoun: 1694 closed ports

PORT STATE SERVICE VERSION

2Zstcp open ssh (protocol 2.0)

53/tcp open domain

80-tcp open http Apache httpd 2.4.7 ((WUbuntu))

1 szervice unrecognized despite returning data. If you know the servicerversion, please submit the follo
fingerprint at http:- - wwu.insecure.orgscgi-binsservicefp-submit.cgi :

SF-Port2Z-TCP:U=4 .20 1=7xD=3-16:xT ime=58CIFBCD:xP=i686-pc—1 inux—gnu:zr (NULL, 2

§F:9, "SSH-2% .0-0penSSH_6MN .65 . 1p18x20Ubuntu—ZubuntuZsrsn® ) ;

MAC Address: 08:00:27:10:8A:EZ2 (Cadmus Computer Systems)

Service detection performed. Please report any incorrect results at http:rrinsecure.org-nmap-submit, .
Nmap finished: 1 IP address (1 host up) scanmned in Z24.396 seconds
bt

Seperti dapat kita lihat pada gambar diatas, dimana ketika kita memasukan perintah
seperti gambar diatas maka aplikasi tersebut akan melakukan scanning port yang terbuka
pada IP target (192.168.100.20). dimana pada langkah sebelumnya kita telah
membuka/menjalankan seluruh aplikasi yang terdapat pada mesin DVL dan yang terjadi
ketika kita melakukan scanning pada target yaitu mesin DVL maka aplikasi yang sedang
berjalan itulah yang dianggap sebagai celah untuh menyerang karena port dalam keadaan
terbuka.



Ulan Purnama Sari

09011181320003

Service ssh menggunakan bruteforce mencoba melakukan input password
menggunakaan beberapa tools, tools yang bisa digunakaan adalah : Hydra dan Nmap.

5. Web Goat pada Dvl

Program yang akan digunakan adalah Web Goat dengan port 80 yang merupakan

bagian dari web eksploitation.

Web Goat adalah Project Open Source yang dapat digunakan agar orang lain bisa

belajar web hacking. Salah satunya adalah SQL Injection.

] services » €] Development
L VLC Wiedia Prayer ] Tools

& wink ] Valuable Websites
W Start WebGoat Port 80
& Start WebGost Port 8080
%' Start WebGoat Frontend (Port 80)

© Start WebGoat Frontend (Port 8080)

& Stop WebGoat

- Webgoat+WebScaral

Eile Edit View History Bookmarks Iools Help

- &) €8 G [ ntpun27.0.0.1WebGoatAtack

LJ ITAC || DVLFPortal | | DVL Support || Crackmes.de || CodeBreakers

ct
Authentication Required

User Name

) Enter username and password for "WebGoat Application® at http://127.0.0.1

‘ guest

Password

[0 Use Password Manager te remember this password

Cancel oK

Try Again
Gambar 5.2

Gambar diatas membuktikan bahwa perintah dari gambar 5.1 berhasil masuk maka akan

muncul tampilan seperti gambar 5.2 untuk kita bisa login.

Setelah itu kita masukkan username “guest” dan password “guest” untuk melanjutkan
membuka Web Goat. Jika berhasil maka akan langsung masuk ke interfaces tampilan

awal Web Goat seperti gambar 5.3
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owaspwebGoatvs.t | |

Thank you for using WebGoat!

This program is a demonstration of common web application flaws. The exercises are intended to provide
hands on experience with application penetration testing techniques.

The WebGoat project is lead by Bruce Mayhew. Please send all comments to Bruce at webgoati@owasp.org.

OWASP ASPEGT) i

The Open Wb Application Security Project

Application Security Specialists
WebGoat Design Team Lesson Contributers
Bruce Mayhew Aspect Security
David Andlerson Sherif Koussa
Rogan Dawes Fomain Brechet
Lawrence Casey (Graphics)
Special Thanks for V5.1 D tation C

Sherif Koussa
{http:ifwew macadamian.com)
Erwin Geirnaert
(http:ifeww zionsecurity.comf)

OWASP Spring of Code
Erwin Geirnaert
(httpiheww zionsecurity .com)

To all who have sent comments

Start WebGoat |

Gambar 5.3

Logout @

Http Basics

OWASP WebGoat \/5.1

Admin Functions

General

Code Guality

Cancurrency

Urrealicdatedd Parameters
Access Control Flaws
Authentication Flaws
Session Managerment Flaws
Cross-Site Scripting (X55)
Buffer Overflows

Injection Flaws Enter your name; Go!

Corrmand Ihjection
Blind SGL Injection
Murneric SQL Injection
Liog Spoafing

APATH Injection
String SQL Injection
L&E: SGL Injection

Stange 1: String SHL
Inje ticr

Stange 2: Parameterizec
Guery #1

Stange 5: Norneric SHL
Inje ticr

Stange 4: Parameterizec
uery #2

Database Backdoors
Improper Error Handling .

Restart this Lesson

Enter your niame it the input fizld below and press "go” to submit. The seever will accept the reguest, reverse the
input, and display it back to the user, ilustrating the basics of handling an HTTF recuest.

The user should became farmiliar with the features of WebGoat by manipulating the above buttons to view hints, show
the HTTP request parameters, the HTTP request cookies, and the Java source code.

OWaASP Foundation | Project WebGoat
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Melakukan pencarian semua nama dengan last name Smith atau user name Smith
Programmer String SQL Injection, Tidak melakukan filter input yang masuk.

Logout @2

OWASP WebGoat \/5.1 HII .b- TR { " Show § o

Ardmin Functions

General

Cocle Cluality

Concurrency

Urvalicdated Farameters
Areess Control Flaws
Authentication Flaws
Session Management Flaws
Croszs-Site Scripting (X557
Buffer Overflows

Injection Flaws

Command Injection
Elitd SGL Injection
Murneric SHL Inhigction
Log Spoofing
APATH Injection
String SGL Injection
LAE: SGL Injection
Stace 1 String SOL
FECTION

Stace 2: Parameterizecd
ety #1

Stace 3; Mumeric SQL
FECTION

Stace 4. Parameterizecd
Tluery #2

Database Backooors

Irnproper Error Handling
Insecure Storage

Denial of Service
Insecure Configuration
W Services

Festart this Lesson
S0L iniection attacks represent a serious threat to any databaze-criven site. The methods behind an attack are easy

ta learn and the damage caused can range from considerable to complete system compromize. Despite these risks, an
incredible nurber of systems on the internet are susceptible to this form of attack.

Mot only is it a threat easiy instigated, it is also a threat that, with a little common-sense and forethought, can easily
he prevented.

It ix always good practice to sanitize all input data, especially data that will used in 05 cammand, scripts, and
databiaze queiries, even if the threat of SHL injection has been prevented in some other manner.

General Goal(s )

The form below allows a user to view their credit card numbers. Try to inject an SOL string that results in all the credit
card numkbers being displayed. Try the user name of *Smith".

Enter your last name: ISmith Gao!

BELECT + FROM user_data WHERE last_pam= = ' Bmith!

[USERIDY [FIRST_MAME|[LAST_NAME|[CC_NUMEER |[CC_TvPE [COOKIE|[LOGIN_COUNT
oz [ [Smith [2435600002222 | [MC [ [o
[toz " Tfiahn [Bmith [4352209802222 [4MER || [o

OWHASP Foundation | Project 'Web Goat



* Congratulations. You have successfully completed this lesson.
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* Bet you can't do it again'! This lezson has detected your successfull attack and has now switched to a
defensive mode. Try again to attack a parameterized guery.

Enter your last name: Itest' or 1=1 --

SELECT * FROM user_data WHERFE last name = 'test' or 1=1 --

Go!

[USERID [FIRST_NAME [LAST_NAME [CC_NUMBER ||CC_TYPE [COOKIE [LOGIN_COUNT

[1o1|oe [gnow jpo7Es4szl  jwisa | @

[101[Joe B 2234200085411 |[MC | @

[to2  [Hohn |5mith 2435600002222 |[MC | @

[0z Hohn |Smith [4352209902222 [AMEX || @

[1o3 | ane |Flane 123456789 [MC | @

[103 | ane |Flane 333498703333 |[AMEX || @

(\CEIER [Hershey |1 7EE0E7ED [MC | @

[10312 | [ally [Hershey 333300003333 |[AMEX || @

[10323 | |Grumpy [white [raca4dss  |[MC | @

[10323 | |Grumpy [White 33413003333 ||AMEX | @

[15603 | [Peter |gand [123609789  |[MC | @

[15603 | |Peter |gand 336093453333 |[AMEX || @

[15613 | [Joesph [Something  |[33843453533  [AMEX || @
Pada gambar diatas bahwa ketika kita mencoba melakukan percobaan dengan
memasukan query seperti gambar diatas maka didapatlah data tersebut. Maksud
dari query tersebut adalah :
Di awalnya dia akan menambahkan tanda petik dan akan membaca last name yg
kita masukkan , maksud 1=1 adalah boolean true walaupun kita salah masih
akan bernilai true. Itulah kesalahan dari program karna tidak memfilter terlebih
dahulu.

Analisis:

Program Webgoat dapat digunakan untuk mendapatkan berbagai macam informasi dari
target dengan layanan yang dapat dibuka atau terbuka. Penggunaan injection SQL yang
telah dilakukan adalah pengaksesan data user melalui database dengan penggunaan kata
kunci pencarian dari informasi yang diinginkan. Data dalam database yang didapatkan

merupakan data penting seperti id user dan nomor-nomor penting.




