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Network : Network Internal

IP address : 192.168.100.20

1. Pertama lakukan configurasi pada DVL

ifeconfig eth0 192.168.100.20 netmask £55.255.255.0_

Bt ifconfig
ethd Link encap:Ethernet HUaddr 08:00:27:41:4E:02
inet addr:192.168.100.20 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNMNING MULTICAST MTIU:1500 Metric:1
RX packet=:83 errors:0 dropped:0 overrunz:0 frame:0
TX packet=z:84 errors:0 dropped:0 overruns:0 carrier:0
collizionz:0 txqueuelen:1000
R¥X byte=s:9828 (9.5 KiB) TX bytes:9502 (9.2 KiB)
Base address:0xd010 Memory: fO000000-f00Z20000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNMING MTU:16436 Metric:1

RX packet=:0 errors:0 dropped:0 overrunz:0 frame:0
TX packet=z:0 errors:0 dropped:0 overruns:0 carrier:0
collizionz:0 txqueuelen:0Q

R¥X bytes:0 (0.0 b) TX bytes:0 (0.0 b)

2. Lakukan configurasi pada Linux
rootPubuntu: shomesubuntuft ifconfig ethd 19£.168.100.10 netmask £55.255.£55.0

rooteubuntu : shome ubuntuft ifconfig
tho Link encap:Ethernet HUWaddr 0B:00:27:10:8a:el
inet addr:192.168.100.10 Bcast:192.168.100.255 Mask:255.255.255.0
ineth addr: feB0::a00:27ff :feld:BaeZ 64 Scope:Link
UP BROADCAST RUNNING MULTICAST HTU:1500 Metric:1
RX packets:104 er (0 dropped:0 overruns:Q frame:0Q
:0 dropped:0 overruns:0 carrier:0
0 txgqueuelen:1000
02 (10.0 KB) TX bytes:18516 (18.5 KB)

Link encap:Local Loopback
inet addr:127.0.0.1 HMask:255.0.0.0

ineth addr: ::1-128 Scope:Host
UP LOOPBACK RUMNING MTU:65536 Hetric:1

txguenelen:o
88 (5.6 KB) TX bytes:5688 (5.6 KB)

3. Lakukan ping pada ubuntu



rootBubuntu : ~homesubuntuf ping 192.168.100.20

'ING 19£2.168.100.20 (192.168.100.20) 56(84) bytes of data.
b4 bytes from 192.168.100.20: Jcmp seq=1 ttl1=64 time=0.326
4 bytes from 192.168.100.20: icmp_seq=2 ttl=64 time=0.669

14 bytes from 192.168.100.20: icmp_seq=3 ttl=b4 time=0.331
from 192.168.100.20: icmp_seq=4 ttl=64 time=0.29Z
4 bytes from 132.168.100.20: icmp_seq=5> ttl=64 time=0.439

4. Lakukan ping pada DVL

bt ping 192.168.100.10

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.

64 bytes from 192.168.100.10: icmp_seq=1 ttl=64 time=0.315 ms
64 bytes from 192.168.100.10: icmp_seq=2 tt1=64 time=1.13 ms
64 bytes from 192.168.100.10: icmp_seq=3 ttl=64 time=0.865 m=
64 bytes from 192.168.100.10: icmp_seq=41 tt1=64 time=0.569 ms
64 bytes from 192.168.100.10: icmp_seq=5 ttl=64 time=0.783 m=

5. Lalukan Nmap pada ubuntu untuk nmap, bisa mengetahui port-port
mana saja yang terbuka

rootEubuntu @ s homne ubuntuf nmap —-s¥

ting Mmap 6.40 ( http: /fnnap org ) at Z2017-03-15 19:38 PDT
dns: warning: Hnnhl NS servers. Reverse DNS is disabled.

map s
ost is up (0.00
ot shoun:

open ipp "
3306-tcp open mnysqgl Huﬂﬂl (unauthorized)
AC Address: 08:00:27:41:4E:02 (Cadmus Computer Systems)

:ction performed. Please report any incorrect results at http: -nmap.

(1 host up) scammed in 9.33 seconds
rootEubu |tu shomneubuntu

6. Lakukan juga Nmap pada pada DVL

| nnap -sV 192.168.100.10

Starting Nmap 4.20 ( http://insecure.org ) at 2017-03-16 02:43 GHT
Interesting ports on 192.168.100.10:

Not shoun: 1694 closed ports

PORT STATE SERVICE VERSION

2Zstcp open ssh (protocol Z2.0)

S53/tcp open domain

80/tcp open http fAipache httpd 2.4.7 ((Ubuntu))

1 service unrecognized despite returning data. If you know the servicesversion, please submit the follog
fingerprint at http://wwu.insecure.orgscgi-binsservicefp-subnit.cgi :

SF-Port22-TCP:U=4.2021=?7D=3/16%T ine=58CIFBCD/P=i686-pc-1 inux-gnuzr (NULL, 2

SF:9, "SSH-2\ .0-0penSSH_6N\ .6\ . 1p1\x20Ubuntu-2ubuntu2sr\n") ;

MAC Address: 08:00:27:10:8A:E2 (Cadmus Conputer Systens)

Service detection performed. Please report any incorrect results at http://insecure.org/nmap/subnit/ .
Nmap finished: 1 IP address (1 host up) scanned in 24.396 seconds




7. Selanjutnya Start DVL dan pilih “WebGoat” pada DVL

N

All Application - £\

) Damn Vulnerable Linux ¥ §] Ethical Hacking » Darmn Vulnmnerable Linus

@ BeReSiaxed D Training Materiat ] Binary Exploitation

»

[Discase

) Services *» €] Development ' W Web Exploitation Package 01

& VLC Media Prayer ) Tools » U Reverse Code Engineenng » §) Web Exploitation Package 02 »
L‘ Wink €] Valuable Websites ¥ §] Coding » W WebScarab

4 xvidcap o8 Start WebGoat Port BO

N Screensnot o8 Stant WebGoat Port 8080

- Acroread W Stant WebGoat Frontend (Port 80)

G Find Flle/Folders W Start WebGoat Frontend (Port 8080)
o8 TrueCrypt o Stop WebGoat
Webgoat+WebScarab Manual

« LockSession
) Log Out

Masukan alamat http://127.0.0.1 /WebGoat/Attack dengan

username guest dan pass guest

File Edit Wiew History Bookmarks Tools Help

- (=) 89 ) ntp.n27.001WebGoatiattack -3 [Cl-

| NTAC | DVL Portal || DVL Support || Crackmes.de || CodeBreakers

Authentication Required

A

> Enter usemame and password for "WebGoat Application™ at hitp /7127001
User Name:

Fassword:

| u++-|

D Use Password Manager to remember this password re

Cancel Ok

Try Again

8. Maka akan tampil seperti ini dan pilih Start WebGoat


http://127.0.0.1/WebGoat/Attack

ow P Weboat V.1

Thank you for using WebGoat!

This program is a demonstration of common web application flaws. The exercises are intended to provide
hands on experience with application penetration testing techniques.

The WebGoat project is lead by Bruce Mayhew. Please send all comments to Bruce at webgoat@owasp.org.
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Start WebGoat |

OWASP WebGoat V5.1

Restart this Lesaon

Genersl
Code Quaity

Enter your name in the mput field below and press ‘go™ to aubmit. The server will accept the request, reverse the
Input, and display it back 10 the user, dlustrating the basics of handing an HTTP request

The user shoud become famifar with the features of WebGoat by manipulating the above buttons to view hints, show
the HTTP request parameters, the HTTP recueat cookles, and the Java source code.

Enter your name: Go!
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9. Lakukan pencarian, pada praktikum ini pengggunaan last name

Smith atau user name Smith seperti gambar di bawah ini :



y Wection Faws
Command Injection
Blind it
Iumari SQL Inection
Lo Spoofing
EPATH Injection
Stenag SQL Ingection
LAB: SQL hisction

Stage | String SQL

| 24 14)

EEE¢2 Parameterized
3

Stage 3. 1 ric 3QL

S!ﬁ 4. Paraetered
Database Backdoces

proper Error Handing

Restart this Lesson

SOL injection attacks represent a serious threat to any database-driven site. The methods behind an attack are easy
to learn and the damage caused can range from considerable to ¢ te system compromese. Despite these risks, an
ncredible number of systems on the internet are susceptible 1o thes form of attack.

Mot only is it a threat easily instigated, it is 330 a threat that, with 3 litte common-sense and forethought, can easily
be prevented

I is ahways good practice to sanitize ¥l & data, especisly data that wil used in OS5 command, seripts, and
chiabase cueinies, even if the threat of SQL injection has been prevented in some other manner

General Goals ).
The form below Jlows 2 user 1o view their crecit cardmmhm Try to infect an SQAL string that results in ol the credit
card numiders being dsplayed. Try the user name of "Smith

Enter your last name: rjmﬂh Go! I

SRLRCT * FROH user_data WHERE last_pame = ‘Smith'

USERID [FIRST_NAME [LAST_NAME [CC_NUMBER |[CC_TVPE [CODKIE [LOGIN_COUNT
102 |lohn [Smith 2435600002222/ [MC | P
102 |Smith lazsazogacezaz [amex |

OWASP Foendation

10. Terakhir melakukan perncarian, degan last name test’ Or 1=1—

seperti gambar di bawah ini maka akan muncul halaman sebagai

berikut :




" Congratulations. You have successfully completed this lesson.

* Bet you can't do it again! This lesson has detected your successfull attack and has now switched to a
defensive mode. Try again to attack a parameterized query.

Eriter your last name: |‘tE5t' or1=1 -- Go!

SELECT * FRO user_data WHEFE last_name = 'test' or 1=1 --'

[USERID [FIRST_NAME [LAST_NAME [CC_NUMBER |CC_TYPE [COOKIE [LOGIN_COUNT
[101 [oe |Srow |e7es4szl  MIsA | o
[101 [Joe |Snow 2234200065411 [MC | o
[0z ohn |Smith 2435600002222 [MC | o
[102 [ohn |Srith [4352209902222 [AMEX | o
[103  |[Jane [Plane [i23ds6789  [mC | o
[103  [ane |Plane 333498703333 |AMER | o
[10312  [Jally [Hershey 76896788  [MC | o
[10312 oy Hershey 333300003333 |AMER | o
10323 |Grumpy [White 673834488 [MC | o
[10323 |Grumpy [Whiite 73413003333 |[AMEX | o
[15603  |Peter |Sand 123609788 [MC | o
[15603 |Peter |Sand 338693453333 [AMEX | o
[15613  oesph |Something 33843453533 |AMEX | o




