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TUGAS 5
ACTUAL EXPLOIT

Eksploitasi keamanan adalah aktifitas yang dilakukan unutk kerapuhan atau kelemahan keamanan
(security vunerability) yang spesifik namun tidak selalu bertujuan untuk melancarkan aksi yang
tidak diinginkan.

Laporan hasil percobaan:

IP ubuntu diganti menjadi 192.168.1.1

root@server : homesfaris## ifconfig enpOs3 192.168.1.1 netmask 255.255.255.0 up
root@server:/home-sfaris#t ifconf ig

Link encap:Ethernet HUWaddr 08:00:27:93:d4:cl1

inet addr:192.168.1.1 Becast:192.168.1.255 Mask:255.255.255.0

inett addr: fe80::a00:27ff :fe93:d4cl 64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:98 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:23021 (23.0 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 HMetric:1

RX packets:7025 errors:0 dropped:0 overruns:0 frame:0
TX packets:7025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1

RX bytes:552497 (55Z2.4 KB) TX bytes:552497 (55Z2.4 KB)

Gambar 1.1. IP Ubuntu
IP DVL diganti menjadi 192.168.1.2

i1fconfig etho 192.168.1.2 netmask 255.255.255.0 up
ifconfig
etho Link encap:Ethernet Hwaddr 08:00 3:D3:24

inet addr:192.168.1.2 Bcast:192.168.1.255 Mask:255.
inet6 addr: fe80::a00:27ff:fe23:d324/64 Scope:Link
UP BROADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 Metric:l
RX packets:93 errors:0 dropped:® overruns:0 frame:0
TX packe 10 error dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:24515 (23.9 KiB) TX bytes:2298 (2.2 KiB)
Base address:0xd0l® Memory: fOO00000-fOO20000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr :1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1l
:0 errors:0 dropped:0 overruns:0@ frame:;:0
:0 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Gambar 1.2. IP DVL



Seluruh services dilakukan start kecuali SNORT

; 5 Shell - Konsole 1 ; ;

: -
H > M 4 Binary web
TIPC & in l .0 15 B« t:10 gy’

et a c :10. - g
inet6 addr: fe! : / c
BROADCAST N(HRAIL ! MTU : 1 ric:
ket pped 0 e:
< © error ropped : /erruns:0© carrier:0 Coding RCE

RX bytes:1782 (1.7 KiB) TX byte
Base address:0xd0l0 Memory:fOOOO000- fOO20000

Link encap:Local Loopback HoneyNet
inet add 177 D O 1 Mask:255.0.0.0
inet6 addr ope:Hos
UP LOOPBACK RUNNIN(; MTU:16436 Metric:1
© errors:0 dropped:© overruns:
ed:® overruns:

e )
RX byte:. o (0.0 b) TX bytes:® (0.0 b)

ifconfig eth® 192.168.1.2 netmask 255.255.255.0 up
ifconfig
Lu)k eluap Ethernet HWaddr 08:00:27:67:25:E9
add 192.168.1.2 Bcast:192.168.1.255 Mask:255.255.255.0

! ad e80: :a00:27ff: fe67:25e9/64 Scope:lLink
€] Damn Vulnerable Linux JADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 Metric:l
3 errors:0 dropped:0 overruns:0 frame:©
@ BeReSlaxed 10 errors dropped:0 overruns:0 carrier:0
00

<» Start HTTPD

4 VLC Media Player €] Mysql > & Stop HTTPD
4 wink €] Postgres >
A xvidCap €] SNORT [ :255.0.0.0
*N screenshot ] ssH >

Acroread €] TFTPD >
G Find Files/Folders €] VNC Server > ;
& TrueCrypt Tomcat >

et €l Stego Analyzer

& Run Commana ; ;
2 Lock Session

& Log Out Protection  Editors

Gambar 1.3. Seluruh service DVL dijalankan

Lakukan ping ke DVL dengan IP 192.168.1.2

root@server : shomesfaristt ping 192.168.1.2
.168.1.2 (192.168.1.2) 56(84) bytes of data.
from 192.168.1. icmp_seq=1 ttl1=64 timne=9.
bytes from 192.168.1. icmp_seq=2 ttl=64 time=1."
bytes from 192.168.1. icmp_seq=3 ttl=64
bytes from 19Z2.168.1. icmp_seq=4 ttl=64
bytes from 192.168.1. icmp_seq=5 ttl=64

bytes from 192.168.1. icmp_seq=6 ttl=64
bytes from 192.168.1. icmp_seq=7 ttl=64
bytes from 192.168.1. icmp_seq=8 ttl=64

Gambar 1.4. Ping DVL
Lakukan ping ke Ubuntu dengan IP 192.168.1.1 dari DVL

hyr:
bytes
bytes from

es from

ytes from
bytes from 8.1,
bytes from 1¢ .1.1: dicmp_ tt1=64
s from 58.1.1: ic ttl=¢
from G i

Gambar 1.5. Ping Ubuntu



Lakukan scanning dengan command nmap —sV 192.168.1.2

proot@server :: home-farisit nmap —sU 192 .168.1 .2

[Starting Nmap 7.01 ( https://mmap.org ) at 20170322 05:34 EDT
map scan report for 192.168.1.2
fost is up (0.0034s latency)d.
ot shoun: 993 closed ports
STATE SERVICE UVERS ION
open http Apache httpd 1.3.37 ((Unix) PHP-41.4.4)
open ipp CUPS 1.1
open mysql MySQL C(unauthorized)
C801-tcp open http—proxy sslstrip
901-tcp open unc UNC (protocol 3.7)
6000-tcp open X111 (access denied)
6001-tcp open X11 (access denied)
AC Address: 08:00:27:23:D3:24 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https:- - nmap.org-submit. .
map done: 1 IP address (1 host up) scamnmmed in 82.23 seconds
jroot@server : ~home faris#

Gambar 1.6. Scan nmap

Didapatkan balasan dari hasil scanning menggunakan nmap. Terdapat beberapa well know port,
antara lain:

80(http) open
631(ipp) open
3306(mysql) open
5801(vnc-http-1) open
5901(vnc-1) open
6000(x11) open
6001(x11:1) open

Pada scanning menggunakan nmap ini, terdeteksi OS yang digunnakan oleh DVL, yaitu linux
2.6.13-2.632 dengan kernel 2.6. dengan MAC address 08:00:27:67:25:E9. Dengan loncatan
network sebanyak 1 hop.



Buka Web Goat pada DVL

P Damn Vulnerable Linux #] Ethical Hacking

@ BeReSlaxed

€] Services

A VLC Media Player

2 wink

4 xviacap

"N screenshot
Acroread

&Y Find Files/Foiders

=8 TrueCrypt

¥ Run Command

L Lock Session

& Log Out.

: p_
¢ dlcmp_

time 10993ms

> RETIEEETTTRNE ) inary exploitation
* €] Development '_w Web Exploitation Package 01

*| &) Reverse Code Engineering »| #] Web Exploitation Package 02 »
* &) Coding » & WebScarab
Start WebGoat Port 80

€] Tools

#] Valuable Websites

Start WebGoat Port 8080
Start WebGoat Frontend (Port 80)
Start WebGoat Frontend (Port B0B0)

XY

Stop WebGoat

- Webgoat+WebScarab Manual

C: 2 &9

- &» Shell - Start VNC Server W sy ) TTEE

B -

— —

Gambar 1.7. Web Goat

Web Goat adalah Project Open Source yang dapat digunakan agar orang lain bisa belajar web
hacking. Salah satunya adalah SQL Injection. Pada gambar diatas menunjukkan langkah membuka
Web Goat. Maka setelah dibuka akan muncul tampilan sebagai berikut:

. XX

_| ITAC || DVL Portal | | DVL Support | | Crackmes.de || CodeBreakers

http://127.0.0.1/WebGoat/Attack ML

ct
Authentication Required

A

( ’)/ Enter username and password for "WebGoat Application” at http://127.0.0.1
Y
" User Name:
|guest
Password
| Aotk al
[ Use Password Manager to remember this password re
Cancel oK

Try Again

Gambar 1.8. Login Web Goat



owaspwensoatvs [

Thank you for using WebGoat!

This program is a demonstration of common web application flaws. The exercises are intended to provide
hands on experience with application penetration testing techniques.

The WebGoat project is lead by Bruce Mayhew. Please send all comments to Bruce at webgoat@owasp.org.

OWASP ASPEBT) i

The Open Web Application Security Project
Application Security Speciaists

WebGoat Design Team Lesson Contributers
Bruce Mayhew Aspect Security
David Anderson Sherif Koussa
Rogan Dawes Romain Brechet
Laurence Casey {Graphics)
Special Thanks for V5.1 Documentation Contributers
OWASP Spring of Code orertloussa

(http:dfwuew macadamian.com)
Erwin Geirnaert
(http:dfwuew zionsecurity coms)

Erwin Geirnaert
{httpaitwww zionsecurity com)

To all who have sent comments

Start WebGoat I

Gambar 1.9. Tampilan awal Web Goat

Logout §&F

Http Basics

OWASP WebGoat V5.1

Admin Functions

General

Code Quality

Concurrency

Urvvalichated Parameters
Acess Contral Flaws
Authentication Flaws
Session Management Flaws
Cross-Site Scripting (K551
Buffer Orverflows

Injection Flaws Enter your name Go!

Command Injection
Blind SOL Injection
Burneric SGIL Injection
Log Spoofing
#AFPATH Injection
String SAL Injection
LAE: SOL Injection

Stage 1: String SQL
Injection

Stace 2: Parameterized
duery #1

Stange 3: Mumeric SOL
Injection

Stage 4: Parameterizedd
=uery #2

Restart this Lesson

Enter your name in the input field below and press “go” to submit. The server will accept the reguest, reverse the
input, and display it back to the user, illustrating the basics of handling an HTTP request.

The user should become familiar with the features of WebGoat by manipulating the above buttons to view hints, show
the HTTF recuest parameters, the HTTP request cookies, and the Java source code

OWASP Foundation | Project Web Goat

uer
Database Backdoors



* Congratulations. You have successfully completed this lesson.
* Bet you can't do it again! This lesson has detected your successfull attack and has novw switched to a
defensive mode. Try again to attack a parameterized guery.

Enter your last name: ItESt' or1=1 -- Go!

SELECT * FROM user_data WHERE last name = 'test' or 1=1 --'

[USERID [FIRST_MAME [LAST_MAME |CC_NUMBER ||CC_TVPE [COOKIE [LOGIN_COUNT
[101 [foe Bl |3a7E54321 154 | o
[101 [Joe Bl 2234200085411 [MC | o
[tz |[John [Smith 2425600002222 | [MC | o
[to2  |[ohn [Smith [43522009002222 [AMEX | @
[103  [[ane |Fane [123456789  [MC | o
[fo3 |[Jane |Piane 333496703333 |[AMEX | o
[toa12 |[Jolly [Hershey |1 7EE0E7E9 [MC | o
[10312 [[aly [Hershey 333300003333 [aMEX | o
[10323 |[Grumpy [white |p7aE34489 [MC | o
[10323 |[Grumpy [white 33413003333 |[AMER | o
[15603 ||Peter |5and [123609789 [MC | o
[15603 ||Peter B 338893453333 [AMEX | o
[15613 |[Joesph [Something |[335843453533 | [AMEX | o

Gambar 1.10. Hasil percobaan Web Goat

Pada Gambar 4.4. merupakan hasil dari langkah-langkah yang dilakukan pada Web Goat. Dimana
ketika memasukkan querynya akan muncul data seperti pada gambar 4.4. maksud dari gambar 4.4
pada point Enter your last name “test’ or 1=1, yang artinya adalah:

Test : nama file dari database tersebut
‘ : menghentikan query yang diinputkan

1=1 :memberi imputan pada query, jika 1=1 bernilai true



