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Berikut adalah hasil dari evaluasi keamanan sistem actual exploit:

e Ifconfig berfungsi untuk mengecek IP

ifconfig eth® 192.168.100.20 netmask 255.255.255.0_

Bt ifconfig
etho Link encap:Ethernet HUWaddr 05:00:27:41:4E:02
inet addr:192.168.100.20 Bcast:192.168.100.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MULTICAST HMTU:1500 HMetric:1
R¥ packets:83 errors:0 dropped:0 overruns:0 frame:0
TX packet=:84 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9828 (9.5 KiB) TX bytes:950Z (9.2 KiB)
Base address:0xd010 Memory:foo00Q0o0-f00Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

R¥ packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.9 b) TX bytes:0 (0.0 b)

rootPubuntu : shomesubuntut ifconfig eth® 192.166.100.10 netmask £55.255.255.0

root@ubuntu : shome ubuntult ifconfig
Link encap:Ethernet HUaddr 08:00:27:10:8Ba:ed
inet addr:192.168.100.10 Bcast:192.168.100.255 HMask:255.255.255.0
inetb addr: fed0::a00:27ff :feld:Bael 64 Scope:Link
UPF BROADCAST RUNHING MULTICAST MTU:1500 HMetric:1
RX packets:104 errors:0 dropped:0 overrunzs:0 frame:0
TX packets:135 errors:0 dropped:?® overruns:0 carrier:Q
collisions:0 txgueuelen:1000
RX bytes:1000Z (10.0 KB) TX bytes:18516 (18.5 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packet=:78 error=z:0 dropped:0 overruns:0 frame:0
TX packet=:78 errorz:0 dropped:0 overruns:® carrier:0
collisions:0 txqueuelen:0

RX bytes:5688 (5.6 KB) TX bytes:5688 (5.6 KB)

root@ubuntu @ shome ubuntult

e Ping 192.168.100.20

rootfubuntu :home ubuntult ping 192.168.100.20

PING 192.168.100.20 (192.168.100.20) 56(84) bytes of data.
from 192.168.100.20: icmp_seq=1 ttl=64 time=0.326
from 192.168.100.20: icmp_seq=2 ttl=64 time=0.669

from 192.168.100.20: icmp_seq=3 ttl1=04 time=0.331
from 192.168.100.20: icmp_seq=4 tt1=64 time=0.292
from 192.168_100_20: icmp_seq=5 ttl1=64 time=0.439




e Ping 192.168.100.10

bt ping 192.168.100.10

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.

64 bytes from 192.168.100.10: icmp_seq=1 tt1=64 time=0.315 ms
64 bytes from 192.168.100.10: icmp_seq=Z ttl1=-64 time=1.13 ms

64 bytes from 192.168.100.10: icmp_seq=3 ttl1=64 time=0.865 ns
64 bytes from 192.168.100.10: icmp_seq=4 tt1=64 time=0.569 ns
64 bytes from 192.168.100.10: icmp_seq=5 ttl1=-64 time=0.783 ns

Ping berfungsi untuk mengetahui mesin mana saja yang aktif di network target. Proses diatas adalah
ping dari server DVL ke server ubuntu.

Nmap —sV 192.168.100.10

e Nmap —sv berfungsi untuk memeriksa service yang sedang berjalan.
nmap — sV<host/IP target>

Starting Nmap 6.40 ( http:/snmap.org ) at 2017-03-15 19:38 PDT
ass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try wusing ——system—dns or specify valid servers with —dns-servers

map scan report for 192.168.100.20

ost is up (0.00033s latency).

ot shown: 998 closed ports

ORT STATE SERVICE VERSION

631-tcp open  ipp Curs 1.1

3306-tcp open mysgl  MySQL Cunauthorized)

AC Address: 08:00:27:41:4E:02 (Cadmus Computer Systems)

Service detection performed. Please report any incorrect results at http:- /mnap.
org-ssubmits .

map done: 1 IP address (1 host up) scanned in 9.33 seconds
rootEubuntu : ~hone ubuntuit

bl nmap —sV 192.168.100.10

Starting Nmap 4.20 ( http:r-sinsecure.org ) at 2017-03-16 02:43 GMT

Interesting ports on 192.168.100.10:

Not shown: 1694 closed ports

PORT STATE SERVICE VERSION

Z2/tcp open  ssh (protocol 2.0)

53/tcp open domain

80-tcp open http Apache httpd 2.4.7 ((Ubuntul)

1 service unrecognized despite returning data. If you know the servicersversion, please submit the follo

fingerprint at http:/-wwu.insecure.org/cgi-bin/servicefp-submit.cgi :

4. 20.1=7xD=3-16T ime=58CIFBCD:<P = i686—pc— 1 inwxx—gnw-r (NULL, 2
penSSH_6N .65 . 1p1%a2BUbuntu—2ubuntusesn')

MAC Address: 100:27:10:8A:E2 (Cadmus Computer Systems)

Service detection performed. Please report any incorrect results at hitp:-~-insecure.org-nmap-subnit. .
Mmap finished: 1 IP address (1 host up) scammed in 24.396 seconds
bt

Service ssh menggunakan bruteforce mencoba melakukan input password menggunakaan
tool. Tools yg bisa di gunakan adalah Hydra dan Nmap. Pada percobaan ini menggunakan
tools Hydra. Hydra -l —P password.list 192.168.100.10 ssh



Setelah melakukan perintah diatas, selanjutnya kita melakukan pencarian ke alamat
http://127.0.0.1/WebGoat/Attack kemudian akan muncul autentikasi berupa username dan
password, dengan username dan password nya adalah guest.

[{@ DVL [Berjalan] - Oracle VM VirtualBox """ T —— — [ESRREA >N

Mesin  Tilik Perangkat Bantuan

File Edit View History Bookmarks Tools Help )
v g =
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|J ITAC [ DVL Portal || DVL Support || Crackmes.de || CodeBreakers

Authentication Required

()J')) Enter username and password for “WebGoat Application” at http://127.0.0.1
User Name:

I guesg

Password:

| o
Use Password Manager to remember this password.

Cancel | OK |

Setelah login berhasil, selanjutnya akan tampil halaman home webgoat di bawah ini,
kemudian kita klik start untuk memulai pencarian dengan nama yang kita inginkan.
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owaspwebsoatv [ |

Thank you for using WebGoat!

This program is a demonstration of common web application flaws. The exercises are intended to provide
hands on experience with application penetration testing techniques.

The “WeblGoat project is lead by Bruce Mayhew, Please send all comments to Bruce al webgoat@owasp.org.
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String SQL Injection
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Admin Functions

General Restart this Lesson
gggzuﬁ_‘ﬂg SAL injection attacks represent 2 serious threat to any database-driven site. The methods behind an attack are easy

o learn and the damage caused can range from considerable to complete systern compromise, Despite these risks, an

Unvalidated Parameters increciible number of systems on the internet are susceptible ta this form of attack

Arress Control Flaws
Authentication Flaws

Session Maragement Flavws Ldot only \i iéa threat easily instigated, it is also a threat that, with a little common-sense and forethought, can easiy
Cross-Gite Scripting (1X55) & prevente

Buffer Overl

Fiection P It is always good practice ta sanitize all ingut data, eapecially data that will used in 08 command, scripls, and

database queiries, even If the threat of SAL injection has been prevented in same other manner.
Command Injection

Blind 5L Injection General Goal{s):
% ic SOL Injection The form below allows a user to view their credit card numbers. Try to inject an SAL string that results in all the crecit
Lobapoofing card numbers being displayed. Try the user name of 'Smith’.

AFATH Injection

String SOL Injection Eniter your last name: [Your Name Go!

L&B: SAL Injection
Stage 1: String SAL
Injection Ma results matched, Try Again,

Stane 2: Parameterized
Juery ¥

Stage 3: Murneric SAL
Injection

Stage 4: Parameterized
Duery #2

SELECT * FROM user_data WHERE last_name = 'Your Mame'

OWASF Foundation | Froject 'eb Goat

Database Backdoors

Improper Error Handling
Inzecure Storage

Denial of Service
Insarire Conficration

http://127 0.0 1/WebGoat/attack?Screen=57&menu=610 Tor Disabled

Selanjutnya kita lakukan pencarian semua nama dengan last name misalnya Smith atau user
name Smith, smith Programmer. String SQL Injection, Tidak melakukan filter input yang
masuk.
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i Furetions .

enzal Restart this Lesson
Coce Cualty 3L injection attacks represent a serious threat o any database-criven site. The methods behind an attack are easy
Coreirercy

10 learn and the damage caused can range fram considerable to complete system compramise. Despite these risks, an

Unvaldated Ferameters increiiole PUMBer of 3ystems on the interriet are suscenticle to this form of attack.

#roess Control Raws
suthentication Faos

Session Management Flaws L\lnt only Ii \&a threat easily instigated, it is also a threat that, with alittle common-sense and forethought, can easily
Crass-Site Seripting (X55) ¢ preverted.

Buffer Owverfl

\n}‘ec;’an ?;w:ws It is always good practice to sanitize all input data, especially data that will used in OS command, scripts, and

database queiries, even if the threat of SUL injction has been prevented in some other manher.
Command Injection

Blind S Injestion General Goal(s):
Dumeric SQL Injsstion The form below allows a user to view their credit card rumbers. Try to inject an SEL string that results in all the credit

Log Spoofing, card numbers heing displayed. Try the user name of “Smithy

HKPATH Injection

String 5L Iiection Enter your fsst arwe: [SMith Go!

LAB: SAL Injection
Stage 1: String SAL
‘Sﬂ:“‘_m; USERID [FIRST_MAME |LAST_MAME |CC_MUMBER |CC_TYPE [COOKIE [LOGIN_COUNT
ﬁ_]mzrE o #1 102 [ohn Smith 2435600002222 M| o

Stare 5 Humeric SOL 102 |Hobn Smith 4352209802222 [AMER o
Infection

Stace &; Parameterized
Query #2 OviasP Foundation | Freject Ve Goat

SELECT * FROUM user_data WHERE last_name = 'Suith'

a




Lalu akan tampil gambar seperti di bawah ini. Awalnya akan menambahkan tanda petik dan
akan membaca last name yang sudah dimasukkan tadi. 1=1 adalah boolean true walaupun
salah maka masih akan bernilai true. Itu merupakan kesalahan dari program karna tidak
memfilter terlebih dahulu.

String SQL Injection - Mozilla Firefox

Eile Edit View History Bookmarks Tools Help
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Arcess l_:ontrol Flanwes INCTECEE NUMZEr OT SFSTEms 0N TRe TTEFreT are SUSCETIne 0 TAIS TOFm o7 alTack Z‘
gg;g?g'ﬁ;ﬁ%snj:ﬁ Flaws Eot anly |:’{ |tda threat easily instigated, it is also a threat that, with a little common-sense and forethought, can easily
Cross-Site Seripting (X557 @ prevented.
Euffer Crverflaws
Irjection Flaws It is always good practice to sanitize all input data, especially data that will used in 05 command, scripts, and
catahasze queiries, even if the threat of SAL injection haz been prevented in some other manner.

Caommand Injection

Bilind SGL Injection General Goal(s):

Murmeric SOL Injection The farm below allows auser to view their credit card numbers. Try to inject an SAL string that results in all the credit

Log Spoofing card numbers being displayed. Try the user name of “Smith’.

HPATH Injection

" " Congl i You have y P thiz lesson.

String SOL Injection * Bet you can't de it again! This lesson has detected your successfull attack and has now switched to a

LAB: SOL Injsstion defensive mode. Try again to attack a parameterized guery,

Stame 1: String SOL

Injgction Enter your last name: I'[Est' or 1=1-- Gao!
Stane 2: Parameterized
Quety #1 SELECT * FROM user_data WHERE last_name = 'teat' or 1=1-- '
Stace 3: Mumeric SHL
Inigction USERID|[FIRST_NAME|[LAST_NAME [CC_HNUMBER |[CC_TYPE [COOKIE [LOGIN_COUNT|
Slage 4. Farameterized
e orameterized 101 |[oe Srow GaTEsesal  |[WisA 0
Database Backdoora 101 [Joe Snow 2234200065411 [T 0
Irnproper Errar Handling 102 Hohn Srnith 2435600002222 |MC 0
Insecure Storage -
Dietinl of Service 102 John Srnith 4352209902222 | |AMER 0
Insecure Canfiguration 103 Jare Flane 123456789 MC 0
ek Gervi
i Securty 105 |[Jane Flane 333195703333 |[BMER o
Challerige 10312 | [Jaly Hershey 176396789 = o
10312 || Jolly Hershey 333300003333 | |AMEX 0
10323 || Grumpy "Hhite 673634409 MC 0
10323 || Grumpy ‘White 33413003333 | |AMEX 0
15603 ||Peter Sanicl 123609789 M (]
15603 ||Peter Sand 336595453535 ||AMER (o]
15613 ||Joesph Something 33543453533 ||AMER 0
OWASF Foundation Z
Waiting for 127.0.0.1 I | Tor Disabled

Kesimpulan dan analisa :

Exploit adalah sebuah perangkat lunak (software) yang menyerang kerapuhan keamanan
(security vulnerability) yang spesifik namun tidak selalu bertujuan untuk melancarkan aksi
yang tidak diinginkan, sedangkan WebGoat adalah sebuah aplikasi web yang sengaja dibuat
tidak aman dan dirancang untuk mengajarkan pelatihan keamanan aplikasi web. Tujuan dari
kegiatan evaluasi keamanan system ini ditujukan untuk mengevaluasi system yang telah
dibuat. Sehingga dengan dieavaluasi kita bisa mengetahui sejauh mana keamanan sistem
informasi tersebut aman dari segala serangan maupun ancaman. Jika sitem tidak dieavalusi
mungkin system tersebut bisa dibobol oleh pihak yang tidak bertanggung jawab dan bisa
disalah gunakan. Percobaan ini dimaksudkan agar dapat membantu dan mempermudah dalam
proses pengujian ataupun pengevaluasian keamanan dari system yang telah dibuat.



