TUGAS KEAMANAN JARINGAN KOMPUTER
SNORT ALERT FILE PCAP DARI SCANNING

DISUSUN OLEH:

NAMA : Fahrul Rozi
NIM :09011181320022

JURUSAN SISTEM KOMPUTER
FAKULTAS ILMU KOMPUTER
UNIVERSITAS SRIWIJAYA
2017



Sebelumnya kita telah melakukan scanning pada target yaitu metrotvnews.com.
pada laporan ini akan dilakukan menggunakan snort, yaitu pada saat melakukan scanning
secara bersamaan kita mengambil data dengan menggunakan wireshark , wireshark akan
menghasilkan file pcap dan file ini lah yang akan dianalisis dengan menggunakan snort.
Apa itu snort , snort adalah sebuah software ringkas yang sangat berguna untuk mengamati
aktivitas dalam suatu jaringan komputer. Snort dapat digunakan sebagai suatu Network
Intrusion Detection System (NIDS) yang berskala ringan (lightweight), dan software ini
menggunakan sistem peraturan-peraturan (rules system) yang relatif mudah dipelajari untuk
melakukan deteksi dan pencatatan (logging) terhadap berbagai macam serangan terhadap
jaringan komputer.

Target yang akan dilakukan scanning adalah MetroTV dengan domain
metrotvnews.com (103.225.66.90). Tools yang digunakan dalam scaning ini adalah
NMAP/ZENMAP, NESSUS,dan wireshark digunakan untuk mengamati saat melakukan
scanning. Scaning dilakukan selama 8 menit.
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Gambar 1: Scanning menggunakan Nessus



Scan Jools Profile Help

Target: | 103.225.66.90 |z| Profile: | Intense scan, all TCP ports EI Cance
Command: | nmap -p1-65535 -T4 -A -v103.225.66.90

Hosts_ || services Nmap Output | Ports / Hosts | Topology | Host Details | Scans |
05 4 Host nmap -p 1-65535 T4 -A v 103,225 66.90 |Z| Detail:

A ip66-90.metrotvney | 0:1inux:1inux_kernel ‘
TRACEROUTE (using port 3386/tcp)

HOP RTT ADDRESS

1 2.8 ms 192.168.43.1

2 ... 10

11 55.88 ms ip66-98.metrotvnews.com (103.225.66.98)

NSE: Script Post-scanning.

Initiating NSE at 14:43

Completed NSE at 14:43, @.08s elapsed

Initiating NSE at 14:43

Completed NSE at 14:43, ©.00s elapsed

Read data files from: C:\Program Files\Nmap

05 and Service detection performed. Please report any incarrect results at https://nmap.org/submit/

Mmap done: 1 IP address (1 hest up) scanned in 769.34 seconds

m

e s Raw packets sent: 71889 (3.128MB) | Rcvd: 69267 (2.773MB)

Filter Hosts -

Gambar 2 : scanning menggunakan NMAP/ZENMAP
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Filter: [] Bxpression... ciear Apply Sove
No.  Time Source Destinstion Protocol A

Length Info
74 [

1 EY T §
182. 846674 192.168.1. 225.66.90 ICMP (ping) request i xchc0,
182.855242192.168.1. 168.1.255 NBNS query NB USMI-PC<20>

2 184.7. E 2 u 1 2 _|
2804 184.818810 192. Echo (ping) request id-OxQeee, seq=205/9985, ttl=37 (no response found!)

168.1.
2805 184.844776192.168.1.100 192 echo (ping) request id=0x9eef, s5eq=296/10241, ttl=58 (reply in 2811)
2806 184.870751192.168.1.100 342 source port: 55107 Destination port: 34595
2807 184.895751192.168.1.100 55061-80 [SYN] Seq=0 win=L Len: 024 Ms: 460 Tsval=4294967295 TSeC

SACK_PERM:

« L, 3

o000 ff ff ff ff ff ff 2c 33 7a Ob 9d <7 08 00 45 00
0010 00 4e 1f a5 00 00 80 11 96 46 c0 a8 01 64 c0 a8
0020 01 ff 00 89 00 89 00 3a 2e 5e &7 e0 01 10 00 OL

@ ¥ File: "C:\Users\FAHRUL\Documents\hy Blu... | Packets: 5825 . Displayed: 5825 (1000%) - Load time: 0:00.280 Profile: Default

Gambar 3 : wireshark

Pada wireshark terdapat 5082 packet yang terlihat dengan menggunkan tools ini,
terdapat biabawh ini yaitu



s e+ |
File Edit Format View Help

103/08-14:55:08.460771 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP}
192.168.43.4 -> 103.225.66.9003/08-14:55:08.460771 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP}
192.168.43.4 -> 103.225.66.9003/08-14:55:08.463867 [**] [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activity]
[Priority: 3] {ICMP} 192.168.43.4 -> 103.225.66. 9003/08 14 55 08.833103 [**] [1:40 ICMP Echo Reply [**] [Classification: Misc
activity] [Priority: 3] {IcmP} 103.225.66.90 -» 192.168 403/08-14:55:27.698964 [*”‘] [1:1421:11] SNMP AgentX/tcp request [**]
[Classification: Attempted Information Leak] [Priority: 2] "ITCP} 192.168.43.4:33965 -» 103. 225 66.90:70503/08-14:55:35.341109 [**]
[1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.4:33965 -»
103.225.66.90:16103/08-14:56:55.962651 [**] [1:1917:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a
Network Scan] [Pmomty 3] {upP} 192.168.43.4:49162 -> 239.255.255.250:190003/08-14:56: 56 963538 [**] [1:1917:6] SCAN UPnP service
di scover attempt [**] [C] a.sswﬁca.tu)n Detection of a Network Scan] [Priority: 3] {UDP} 192.168.43.4:49162 -»> 239.255.255.250:1900
03/08-14:56:57.963583 [**] [1:1917:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan]
[Priomty 3] {uDP} 192.168.43. 4 49162 -> 239.255.255.250:190003/08-14:56:58.963609 [**] [1:1917:6] SCAN UPnP service discover
attempt [**] [Classification: Detection of a Network Scan] [Priority: 37 {upP} 192.168.43.4:49162 -> 239.255.255.250:190003/08-
14:58:09.883796 [**] [1:365:8] ICMP PING undefined code [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.4 -
103.225.66.9003/08-14:58:09.910765 [**] [1:384: 5] I(MP PING [”] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.4 -»
103.225.66. 9003/08 14:58:11.2928 [**] [1:1228:7] nmap XMAS [**] [CWasswﬁcatwon Attempted Informatwon Leak] [Priority: 2]
{TCP} 192.168.43.4: 41712 -» 103.225.66.90:103/08-14: 58 11 318896 [**] [1:3 8] ICMP PING undefined code [**] [Classification: Misc
activity] [Priority: 3] {ICMP} 192.168.43.4 -» 103.225.66.9003/08-14:58:11. 344854 [**] [1:384:5] ICMP PING [**] [Classification: Misc
activity] [Priority: 3] {IcMP} 192.168.43.4 -» 103.225.66.9003/08-14:58:12.638016 [**] [1:408:5] ICMP Echo Reply [**]
[Classification: Misc activity] [Priority: 3] {ICMP} 103.225.66.90 -» 192.168.43.403/08-14:58:12.638270 [**] [1:402:7] ICMP
Destination Unreachable Port Unreachable [*#*] [Classification: Misc activity] [Priority: 3] {Icmp} 103.225.66.90 -> 192.168.43.403/08
-14:58:12.638323 [**] [1:402:7] ICMP Destination Unreachable Port Unreachable [**] [Classification: Misc activity] [Priority: 3]
{IcmpP} 103.225.66.90 —> 192_.168.43.403/08-14:58:12.641427 [**] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information
Leak] [Priority: 2] {TCP} 192.168.43.4:41712 -» 103.225.66.90:103/08-14:58:12.665742 [**] [1:365:8] ICMP PING undefined code [**]
[Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.4 -» 103.225.66.9003/08-14:58:12.690843 [#**] [1:384:5] ICMP PING [**]
[Classification: Misc act'lv‘lty] [Priority: 3] {Icmp} 192.168.43.4 -» 103.225.66.9003/08-14:58:12.775463 [**] [1:408:5] ICMP Echo
Rep'ly [**] [C'\a.sswﬁcahon Mwsc activity] [Prmrwty 3] {IcMP} 103.225.66.90 -> 192.168.43.403/08-14:58:13. 720003 [**] [1:402:7]
ICMP Destination uUnreach Port Unreachab]e [**] [Classification: Misc activity] [Priority: 3] {Icmp} 103.225.66.90 -> 192.168.43.4
03/08- 14 58: 13 920963 [”] [l 8:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Pmomty 2] {TCP}
192.168.43.4:41712 -» 103.225. 66 90 103/08-14:58:13.946973 [**] [1:365:8] ICMP PING undefined code [**] [Classification: Misc
activity] [Priority: 3] {ICMP} 192.168.43.4 -» 103.225.66.9003/08-14:58:14.888981 [**] [1:384:5] ICMP PING [*”'] [Classification: Misc
activity] [Priority: 3] {ICMP} 192.168.43.4 -> 103.225.66.9003/08-14:58:14.963497 [**] [1:408:5] ICMP Echo Re [**]
[Classification: Mwsc activityl [Priority: 3] {ICMP} 103.225.66.90 -» 192.168.43.403/08-14:58:15.007470 [**] [1 02:7] T

Destination Unreachable Port Unreachable [**] [Classification: Misc activity] [Priority: 3] {1Ccmp} 103.22 6.90 -» 192. 168 43 403/08
-14:58:15.198026 ["“"] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Pmomty 2] {TcP}
192.168.43.4:41712 -» 103.225.66.90:103/08-14:58:19.323209 [**] [1:365:8] ICMP PING undefined code [**] [Classification: Misc
activity] [Priority: 3] {ICMP} 192.168.43.4 -> 103.225.66.9003/08-14:58:19.349137 [**] [1:384:5] ICMP PING [**] [Classification: Misc
activity] [Priority: 3] {ICMP} 192.168.43.4 -» 103.225.66.9003/08-14:58:19.407280 [**] [1:408:5] ICMP Echo Re Wy [**]
[CWasswﬁcahon Misc activity]l [Priority: 3] {ICMP} 103.225.66.90 -> 192.168.43. 403/08 14:58:19.529318 [**] [1:1228:7] SCAN nma

XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.4:41712 -» 103.225.66.90: 103/08 14:58:19. 858019
[**] [1:402:7] ICMP Destination Unreachable Port Unreachable [**] [Classification: Misc activity] [Priority: 3] {ICMP} 103.225.66.90
-> 192.168.43.403/08-14:58:20.574210 [**] [1:365:8] ICMP PING undefined code [**] [Classification: Misc activity] [Priority: 3]

Gambar 4 : alert pada pcap

Tabel 1. Alert dari snort

Total: 1 Priority: 2 alert ICMP PING NMAP

Total: 1 Priority: 3 alert ICMP Timestamp Request

Total: 1 Priority: 1 alert POLICY PPTP Start Control Request attempt
Total: 1 Priority: 2 alert SNMP AgentX/tcp request

Total: 1 Priority: 2 alert SNMP request tcp

Total: 1 Priority: 2 alert WEB-MISC robots.txt access

Total: 5 Priority: 3 alert ICMP Destination Unreachable Port Unreachable
Total: 5 Priority: 3 alert ICMP Echo Reply

Total: 6 Priority: 3 alert ICMP PING

Total: 8 Priority: 3 alert ICMP PING undefined code

Total: 8 Priority: 2 alert SCAN nmap XMAS

Total: 20 Priority: 3 alert SCAN UPnP service discover attempt
Total: 33 Priority: 3 alert ICMP Time-To-Live Exceeded in Transit

Diatas merupakan tabel hasil dari snort pada file pcap, dimana alert dengan jenis
icmp ping nmap ini memiliki priority 2 dan total 1 kali , icmp timestamp request priority 3,
plicy pptp priority 1 dan total 1 , snmp agenx dan snmp request tcp memiliki priority dan
total yang sama yaitu 2 dan 1, icmp destination dan echo reply juga memiliki data priority



dan total yang sama yaitu 3 dan 5, sedangkan icmp ping dan icmp ping undefined memiliki
priority yng sama yaitu 3 tetapi total berbeda yaitu 6 dan 8 , scan nmap xmas memiliki
priority 2 dan total 8, dan scan upnp service memiliki priority 3 dan total yang dimilikinya
cukup besar yaitu 20 ,dan yang terakhir icmp time to live ini merupakan total terbesar dari
alert yang lainya yaitu sebesar 33 dan priority rata-rata sama seperti yang lain yaitu 3.
Dibawah ini tampilan grap dari tabel diatas.
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