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INSTRUCTION DETECTION SYSTEM MENGGUNAKAN SNORT

Instruction Detection System (IDS) merupakan sebuah system yang melakukan
pengawasan terhadap traffic jaringan dan pengawasan terhadap kegiatan kegiatan yang
mencurigakan didalam sebuah system jaringan. Dimana pada Tugas kali ini saya akan melihat
traffic yang ada pada situs Krakatausteel.com dengan menggunakan aplikasi snort. Aplikasi snort
sendiri berfungsi sebagai sniffer dan packet logger pada sebuah jaringan selain itu snort dapat
digunakan untuk mendeteksi sebuah serangan.

Berikut merupakan aktifitas IDS yang dilakukan, dimulai dari proses scaning dengan zenmap dan
traffic data dengan wireshark dan mengompile data menggunakan snort.

Proses Scanning dan Traffic Data

Scan Tools Brofile Help

Target: | www.unsri.ac.id [=] prefite [z] [scan] [cance

Command: | nmap -sV -0 www.unsri.ac.id

Host: || Services Nmap Output | Ports / Hosts | Topelogy | Hest Details | Scans|
05 4 Host nmap -sV -0 www.unsriac.id -] Details

B www.unsiiacid (10 | Nmap scan report for www.unsri.ac.id (103.241.4.11)
Host is up (8.872s latency).
FDNS record for 103.241.4.11: ns4.unsri.ac.id
PORT STATE SERVICE VERSION
1/tep
3/tcp
4/tcp
6/tcp
T/tcp
9/tcp
13/tep
17/tep
19/tep
20/tcp
21/tep
22/tcp
23/tcp
24/tcp
25/tcp
26/tcp rap|
30/tcp tcpwrapped
tcpurapped
tcpurapped
tcpurapped
tcpurapped
tcpurapped
tcpurapped

W

vsftpd 2.8.8 or later

ISC BIND unbound 1.4.21]
tcpurapped
tcpurapped
http
tcpurapped
tcpurapped
tcpurapped
tcpwrapped
tcpwrapped
tcpurapped
tcpurapped
tcpurapped

« i b

Filter Hosts 20/ten

Proses scanning menggunakan tool zenmap, target ke website www.unsri.ac.id dengan ip
103.241.4.11 . Saat proses scanning berjalan, selanjutnya melakukan traffic data menggunakan
wireshark.



http://www.unsri.ac.id/

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

dm /@ iPBREB e==FssEaaan

(M Tapply 2 cisplay filter ... <Ctrl-/>

[ ~| Expression +

No. Time Source Destination Protocol  Length Info

7 8.877845 192.168.43.89 163.241.4.11

16 8.185294 192.168.43.89 103.241.4.11 TCP

54 3397 + 1852 [ACK] Seg=1 Ack=1 Win=1688@ Len=@

68 3397 + 1852 [PSH, ACK] Seq=1 Ack=1 Win=1688@ Len=14

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

Ethernet II, Src: XiaomiCo 48:c6:aS (b@:e2:35:48:c6:a5), Dst: LiteonTe Sb:la:df (20:16:d8:5b:la:df)
Internet Protocol Version 4, Src: 183.241.4.11, Dst: 192.168.43.89

Transmission Control Protocol, Src Port: 2833, Dst Port: 3396, Seq: 1, Ack: 1, Len: 8
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Proses Compile Data Menggunakan Snort

|| Packets: 68403 - Displayed: 68403 (100.0%) || Profile: Defaut

Setelah mendapatkan hasil pcap dari wireshark lakukan compile file pcap dengan perintah snort —
A fast —c /etc/snort/snort.conf —r dan Phyton countalert.py alert alert_pebongg.csv, pada direktori
file yang tersimpan kemuddian jika tidak terdapat error lihat apakah data alert berhasil didapatkan.

Places Tosat ——— A
O Recent |Totat | _ — 31110 |
A Home alert_pebongg.csv scanpbng.png unsri.pcapng wrpbng.png
Deskto
ED a : ® -0 root@ niaPutra: /h /p gg/kkk
ocuments
R Total: 2 Priority: 1 alert RSERVICES rexec username overflow attempt
< Downloads
dd Music Total: 3 Priority: 2 alert FINGER null request
1 Pictures Total: 3 Priority: 1 alert POLICY PPTP Start Control Request attempt
Hyvideos Total: 3 Priority: 2 alert POP3 5S5Lv3 invalid timestamp attempt
& Trash Total: 4 Priority: 3 alert ICMP Echo Reply undefined code
Total: 4 Priority: 3 alert ICMP PING undefined code
Devices Total: 5 Priority: 3 alert ICMP Destination Unreachable Protocol Unr|
187 GB Volume Szl
8 Total: 5 Priority: 2 alert WEB-MISC robots.txt access
[ 105 GB Volume Total: 6 Priority: 3 alert ICMP Echo Reply
Bl win7 = Total: 6 Priority: 3 alert ICMP PING
Total: 16 Priority: 2 alert SCAN nmap XMAS
-~
B ekoPrATAMA & Total: 18 Priority: 3 alert ICMP Destination Unreachable Port Unreac
[ computer hable
Total: 22 Priority: 2 alert SNMP request tcp
Network
Total: 25 Priority: 2 alert SNMP AgentX/tcp request
2 Browse Network root@mwiKurniaPutra: /home/pebongg/PBNG WR SCAN# cd.
No command 'cd.' found, did you mean:
8 connect to server Command 'cdi' from package 'cdo' (universe)
command 'cdb' from package 'tinycdb' (main)
command 'cd5' from package 'cd5' (universe)
Command 'cdp' from package 'irpas' (multiverse)




Total: 1 Priority: 3 alert FTP format string attempt
Total: 1 Priority: 2 alert ICMP PING NMAP
Total: 1 Priority: 3 alert ICMP Timestamp Reply
Total: 1 Priority: 3 alert ICMP Timestamp Request
Total: 1 Priority: 2 alert RPC portmap listing TCP 111
Total: 1 Priority: 2 alert SNMP request tcp
Total: 2 Priority: 2 alert DNS named version attempt
Total: 2 Priority: 3 alert FTP command overflow attempt
Total: 2 Priority: 3 alert ICMP Echo Reply undefined code
Total: 2 Priority: 3 alert ICMP PING undefined code
Total: 2 Priority: 2 alert INFO FTP Bad login
Total: 2 Priority: 3 alert POLICY FTP anonymous login attempt
Total: 2 Priority: 2 alert SNMP AgentX/tcp request
Total: 2 Priority: 2 alert WEB-MISC robots.txt access
Total: 3 Priority: 3 alert ICMP Destination Unreachable Protocol unr
eachable
Total: 4 Priority: 3 alert ICMP Destination Unreachable Port Unreach
able
Total: 4 Priority: 3 alert ICMP PING Windows
Total: 5 Priority: 3 alert ICMP Time-To-Live Exceeded in Transit
Total: 6 Priority: 3 alert ICMP Destination Unreachable Host Unreach
able
Total: 8 Priority: 3 alert ICMP Echo Reply
Total: 8 Priority: 3 alert ICMP PING
Total: 8 Priority: 2 alert SCAN nmap XMAS
Total: 24 Priority: 3 alert COMMUNITY WEB-MISC Proxy Server Access
Total: 76 Priority: 3 alert SCAN UPnP service discover attempt
Total: 183 Priority: 2 alert MISC UPnP malformed advertisement
root@wiKurniaPutra: fhome/pebongg/kkk# python countalert.py alert alert_pebongg.
csv|
% - 0 PBNGWRSCAN
< 1f Home PBNG WR SCAN Q =
Places impor FiL
© Recent a8 G
™ Home alert alert_pebongg.csv countalert.py unsri.pcapng
[ Desktop

[ Documents
< Downloads
dd Music
[ Pictures
Hvideos
W Trash
Devices
187 GB Volume
105 GB Volume

WIN7 =
EKO PRATAMA &
Computer
Nekwork

S Browse Network
B connect to Server

Setelah berhasil mendapatkan alert kita melakukan compile terhadap data alert dengan alat bantu
countalert.py yang dimana alat bantu tersebut merupakan tools dengan bahasa python yang
berfungsi untuk mengekstrak data alert yang telah didapatkan. Setelah melakukan ekstrak
didapatlah hasil dari traffic yang telah kita lakukan dengan wireshark.



Hasil Data PCAP

1 Alert Total
2 |alert FTP wu-ftp bad file completion attempt [ 1
3 |alert FTP wu-ftp bad file completion attempt { 1
4 |alert RPC portmap listing TCP 111 1
5 |alert RSERVICES rexec password overflow attempt 1
6 |alert X11 xopen 2
7 |alert CHAT IRC nick change 2
& |alert ICMP PING 6
9 |alert SNMP AgentX/tcp request 25
Alert
30
25
20
15
10
5 ]
alert FTP wu-alert FTP wu- alert RPC alert alert X11  alert CHAT alert ICMP alert SNMP
ftp bad file  ftp bad file  portmap  RSERVICES xopen IRC nick PING AgentX/tcp
completion completion listing TCP rexec change request
attempt [ attempt { 111 password
overflow
attempt

B Total ® Columnl



