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Network Security: SNORT

Intrusion detection adalah proses mendeteksi penggunaan yang tidak sah, atau
serangan terhadap suatu jaringan komputer. Intrusion Detection Systems (IDS)
dirancang dan digunakan untuk membantu dalam menghalangi atau mengurangi
ancaman, kerusakan yang dapat ditimbulkan dari aktivitas hacking [1]. IDS merupakan
kombinasi perangkat lunak atau perangkat keras yang dapat melakukan deteksi
penyusupan pada sebuah jaringan. IDS mendeteksi adanya aktifitas mencurigakan
berdasarkan signature based dan anomali based yang merupakan metode analisis event
IDS. Signature based dapat diumpamakan seperti virus yang memiliki ciri khas.
Signature based menggunakan pendekatan dengan cara pencocokan kejadian (event)
dengan jenis serangan yang telah dikenal pada database IDS. Teknik ini sangat efektif
dan merupakan metode utama yang digunakan pada beberapa perangkat atau produk
IDS untuk mendeteksi serangan, sedangan anomali based berdasakan kejanggalan yang
terjadi pada pola lalulintas jaringan yang diawasi, Anomaly based menggunakan
pendekatan dengan cara mengidentifikasi perilaku atau aktivitas yang tidak biasa yang
terjadi pada suatu host atau jaringan. Anomaly based membentuk perilaku dasar pada
sebuah kondisi jaringan “normal” dengan profil pengguna tertentu kemudian mengukur

dan membandingkannya ketika aktivitas jaringan berjalan tidak “normal”. [1, 2].

Berikut adalah tools yang digunakan dalam mengerjakan tugas snort network
security:
- Wireshark: digunakan untuk capture paket
- Nmap: digunakan untuk melakukan scanning target
- Snort: digunakan untuk deteksi IDS
- Program counteralert.py: digunakan untuk mendapatkan total dan priority dari

hasil log alert snort.
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» Wireshark dan Nmap

Analyzer akan mencoba menangkap paket-paket jaringan dan berusaha untuk
menampilkan semua informasi di paket tersebut sedatail mungkin. Sedangkan Nmap

merupakan tools yang digunakan untuk melakukan scanning pada target. Target dalam

Wireshark merupakan sebuah Network Packet Analyzer. Network Packet

percobaan ini merupakan website Universitas Airlangga www.unair.ac.id.

Pada saat melakukan scanning, kita harus menjalankan Wireshark secara bersamaan
untuk mengcapture paket. Paket dari hasil scanning dari hasil wireshark berjumlah

5341.

M unairpeap — P
File Edit View Ge Capture Analyze Statistics Telephony Wireless Tools Help
am 7@ RE Re==Z2FILIs Eaqaam
[ |-'JJ y a display filte Crl-f> ~ | Expression... | +
No. Time Source Destination Protocol  Length Info ~
E 1 0.000000 91.189.88.162 192.168.43.172 TCP 1454 88 + 35840 [ACK] Seq=1 Ack=1 Win=1113 Len=1388 T5val=27152538574 TSecr=131300
2 @.880a17 192.168.43.172 91.189.88.162 TCP 66 35848 » 8@ [ACK] Seq=1 Ack=1389 Win=1485 Len=8 TSval=132864 TSecr=2715258574
3 @.000033 91.189.88.162 192.168.43.172 TCP 1454 8@ + 35840 [PSH, ACK] Seq=1389 Ack=1 Win=1113 Len=1388 TS5val=2715258574 TSecr=131300 —]
4 0.800036 192.168.43.172 91.189.88.162 TCP 66 35040 > 30 [ACK] Seq=1 Ack=2777 Win=1428 Len=@ TSval=132864 TSecr=2715258574
5 @.ese048 91.189.88.161 192.168.43.172 TCP 1454 88 + 59932 [ACK] Seq=1 Ack=1 Win=1114 Len=1388 TSval=2715259822 TSecr=131381
6 @.000042 192.168.43.172 91.189.88.161 TCR 66 59932 » 80 [ACK] Seq=1 Ack=1389 Win=1444 Len=0 T5val=132064 TSecr=2715259822
7 @.888584 91.189.88.162 192.168.43.172 TCP 1454 8@ + 3584@ [PSH, ACK] Seq=2777 Ack=1 Win=1113 Len=1388 TSval=2715258575 TSecr=131388@
8 2.0006083 192.168.43.172 91.189.88.162 TCP 66 35048 =+ 8@ [ACK] Seq=1 Ack=4165 Win=1444 Len=0 T5val=132@64 TSecr=2715258575
9 @.84885 91.189.88.162 192.168.43.172 TCP 1454 88 -+ 35848 [ACK] Seq=4165 Ack=1 Win=1113 Len=1388 TSval=2715258864 TSecr=131378
16 @.884986 91.189.88.162 192.168.43.172 TCP 1454 8@ -+ 35840 [PSH, ACK] Seq=5553 Ack=1 Win=1113 Len=1388 TSval=2715258864 TSecr=131378
11 @.904939 192.168.43.172 91.189.88.162 TCR 66 35048 - 80 [ACK] Seq=1 Ack=6941 Win=1444 Len=0 TSval=132865 TSecr=2715258864
12 @.773644 91.189.88.162 192.168.43.172 TCP 1454 8@ » 3584@ [PSH, ACK] Seq=6941 Ack=1 Win=1113 Len=1388 TSval=2715258864 TSecr=131378
13 8.773694 192.168.43.172 91.189.88.162 TCP 66 35040 + 80 [ACK] Seq=1 Ack=8329 Win=1444 Len=@ TSval=132257 TSecr=2715258864
14 @.773746 91.189.88.162 192.168.43.172 TCP 1454 88 + 35840 [ACK] Seq=8329 Ack=1 Win=1113 Len=1388 TSval=2715258962 TSecr=131483
15 8.773762 192.168.43.172 91.189.88.162 TCP 66 35048 » 80 [ACK] Seq=1 Ack=9717 Win=1435 Len=@ TSval=132257 TSecr=2715258962
16 @.773777 91.189.88.162 192.168.43.172 TCP 1454 8@ + 35840 [PSH, ACK] 5eq=9717 Ack=1 Win=1113 Len=1388 TSval=2715258962 TSecr=131483
17 @.773785 192.168.43.172 91.189.88.162 TCP 66 35048 > 80 [ACK] Seq=1 Ack=11185 Win=1426 Len=@ TSwval=132257 TSecr=2715258962 w
Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits)
Ethernet II, Src: XiaomiCo 3a:d6:47 (78:02:f8:3a:d6:47), Dst: Azurewav_7¥:e@:57 (74:c6:3b:7f:e8:57)
Internet Protocol Version 4, Src: 91.189.88.162, Dst: 192.168.43.172
Transmission Control Protocol, Src Port: 88, Dst Port: 35848, Seq: 1, Ack: 1, Len: 1388
74 6 3b 7T e@ 57 78 @2 f8 3a d6 47 @8 80 45 88 t.;..Wx. .:.6..E -
@5 a0 86 a9 4@ @@ fd @6 5@ fa Sb bd 58 a2 c@ a8 .-
2b ac @2 50 33 e 64 6@ a0 of dl ea 7o fl1 82 10
@4 59 a5 d6 @2 8@ @1 @1 ©8 @a al d7 Se ce 88 B2
@@ e4 de 14 dd 9c 6f 9f 45 a6 b7 9f 53 64 1d c@
46 96 1b 56 a7 df @5 e2 @7 14 51 87 al b7 a9 ed
31 1f 32 88 13 2a ca 21 @3 67 le dc aa 9¢ 98 da 1.2..%.0 tge.....
74 d5 @d 69 da 6c b2 4d 37 le 59 63 13 bc f@ 45 t..i.1.M 7.¥c...E
a4 34 49 da 73 4c d6 f6 77 la 91 @e a9 62 hd a9 LAT.sl.. w....b..
db 35 7b 31 2b dB8 81 86 31 4b 3c 5c c2 11 @6 b2 Sl LKL
2e 88 ed 25 9c a8 B8 53 8c e7 <2 7a ef 45 a9 e9 ...¥...5 L..z.E..
14 74 @b 8 1c b4 8b ab 7d 8f 32 95 b7 B2 5 ad o SO -
44 fc f4 89 72 35 27 57 a9 ea 5F bb al 9f 17 32 Dieur5'W oo _iuus 2 %]

Q ' unair

Packets: 5341 - Displayed: 5341 (100.0%) - Load time: 0:0.47

Profile: Default

Gambar 1: hasil capture Wireshark scanning target

» Snort dan Program counteralert.py

Snort. Snort adalah salah satu tool atau aplikasi open source Intrusion Detection
Systems (IDS) terbaik yang tersedia dan dikembangkan hingga saat ini. Pada pengerjaan
tugas mata kuliah network security Snort dirancang untuk beroperasi berbasis command

line dengan menggunakan metode signature based. Snort menganalisis semua lalu

Pada pengerjaan tugas network security, penulis menggunakan perangkat lunak

lintas jaringan untuk mengendus (sniff) dan mencari beberapa jenis penyusupan dalam
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sebuah jaringan [2]. Snort tersusun atas rules yang disimpan dalam signature database
[3]. Output dari Snort berupa log alert yang terletak pada direktori /var/log/snort di
sistem operasi linux.

Untuk menjalankan snort pada sistem operasi Linux, kita gunakan command

snort —A fast —c /etc/snort/snort.conf —r (masukan_path_file_pcap) - /var/log/snort.

Terminal - root@fepiliana-A456UR /home/fepiliana - + X

File Edit View Terminal Tabs Help
fepiliana@fepiliana-A456UR ~ %
[sudo] password for fepiliana:

fepiliana # snort -A fast -c /etc/snort/snort.conf -r /fhome/fep
iliana/Documents/kjk/unair._pcap -1 /var/log/snort/

Gambar 2: command menjalankan snort.

Snort menggunakan rules yang disimpan dalam file teks yang dapat dimodifikasi
dengan editor teks. Rules terbagi-bagi dalam beberapa kategori yang tersimpan
dalam file-file yang berbeda-beda. File-file tersebut merupakan bagian dari file
konfigurasi Snort, yang secara default disimpan dengan nama file konfigurasi
snort.conf. Rule snort digunakan untuk mendeteksi adanya serangan atau aktivitas yang

dilakukan oleh client-client terhadap server. Untuk melihat hasil alert yang dihasilkan

oleh snort, kita dapat lihat pada direktori /var/log/snort.

snort - File Manager

File Edit View Go Help

- 4+ & |‘, Aar/log/snort/

DEVICES
B File system
B rePILIANA
& winpows
PLACES
- fepiliana
= Desktop
@ Trash
& Documents
7 Music
&3 Pictures
f= videos
¥ Downloads

NETWORK

& Browse Network

)

snort.log. 14887745 alert
33

2 items (790,4 kB), Free space: 6,6 GB

Gambar 3: hasil alert dari snort.
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Pada gambar 3, dapat kita lihat terdapat sebuah file yang bernama alert pada direktori

Ivar/log/snort. Berikut ada beberapa isi dari file alert:

alert. (fvar/log/snort) - +
File Edit View Search Tools Documents Help

£l ijOpen - D;Save & | Undo ¥ O ﬂ Q Q

|=/alert. %

03/06-11:19:06.578942 [**] [1:2570:7] WEB-MISC Invalid HTTP Version String [**] [Classification: Detection of a non-standard protocel or event] [Priority: 2] {TCP}
192.168.43.172:33228 -> 91.189.91.23:86
83/06-11:19:08.418216 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 192.168.43.172 -> 210.57.288.72
03/06-11:19:08.410216 [**] [1:384:51 ICMP PING [**] [Classification: Misc activityl [Priority: 31 {ICMP} 192.168.43.172 -> 210.57.208.72
03/06-11:19:08.410306 [**] [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.172 -> 210.57.2088.72
03/06-11:19:10.412831 [**] [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.172 -> 218.57.2088.72
03/06-11:19:10.412911 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Infermatien Leak] [Priority: 2] {ICMP} 192.168.43.172 -> 210.57.208.72
03/06-11:19:10.412911 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.172 -> 210.57.208.72
03/06-11:19:13.644671 [**] [1:408:5] ICMP Echo Reply [**] [Classificatien: Misc activity] [Priority: 3] {ICMP} 210.57.208.72 -> 192.168.43.172
03/06-11:19:15.741183 [**] [1:488:5] ICMP Echo Reply [**] [Classification: Misc activity] [Prierity: 3] {ICMP} 210.57.208.72 -> 192.168.43.172
83/06-11:19:18.561224 [**] [1:2570:7] WEB-MISC Invalid HTTP Version String [**] [Classification: Detection of a non-standard protocol or event] [Priority: 2] {TCP}
192.168.43.172:39218 -> 91.189.88.152:80
03/06-11:19:24.610600 [**] [1:2578:7]1 WEB-MISC Invalid HTTP Version String [**] [Classification: Detection of a non-standard protocol or event] [Priority: 21 {TCP}
192.168.43.172:39218 -> 91.189.88.152:80
83/06-11:19:24.663024 [**] [1:2570:7] WEB-MISC Invalid HTTP Version String [**] [Classification: Detection of a non-standard protocol or event] [Priority: 2] {TCP}
192.168.43.172:39220 -> 91.189.88.152:80
03/06-11:19:35.088412 [**] [1:25708:7] WEB-MISC Invalid HTTP Versien String [**] [Classification: Detection of a non-standard protocol or event] [Priority: 2] {TCP}
192.168.43.172:56522 -> 91.189.88.149:80
83/06-11:19:45.79094@ [**] [1:2570:7] WEB-MISC Invalid HTTP Version String [**] [Classification: Detection of a non-standard protocol or event] [Priority: 2] {TCP}
192.168.43.172:59942 -> 91.189.88.161:80
03/06-11:19:53.450266 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak]l [Priority: 21 {ICMP} 192.168.43.172 -> 210.57.2088.72
03/06-11:19:53.450266 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.172 -> 210.57.208.72
03/06-11:19:53.450366 [**] [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.172 -> 218.57.2088.72
03/06-11:19:53.622132 [**] [1:408:5] ICMP Echo Reply [**] [Classificatien: Misc activity] [Priority: 3] {ICMP} 210.57.208.72 -> 192.168.43.172
03/06-11:20:06.686251 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Informatien Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 219.57.208.72:23
03/06-11:20:06.686304 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Informatien Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5900
03/06-11:20:06.686319 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Informatien Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 219.57.208.72:53
03/06-11:20:06.686330 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:22
83/06-11:20:06.686341 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:80
03/06-11:20:06.686351 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.172:49342 -> 210.57.208.72:8888
03/06-11:20:06.686360 [**] [1:621:7] SCAN FIN [#*] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:3306
03/06-11:20:06.686369 [**] [1:621:7] SCAN FIN [#*] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1720
03/06-11:20:06.686379 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Informatien Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:445
03/06-11:20:06.686391 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Informatien Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -» 219.57.208.72:21
03/06-11:20:07.929983 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Informatien Leak] [Priority: 2] {TCP} 192.168.43.172:49343 -> 219.57.208.72:21
03/06-11:20:07.930038 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49343 -> 210.57.2088.72:445
83/06-11:20:07.930053 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49343 -> 210.57.2088.72:1720
©3/06-11:20:67.930064 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49343 -> 210.57.208.72:3306
03/06-11:20:08.275715 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:631
83/06-11:20:08.275725 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.172:49342 -> 210.57.208.72:306
03/06-11:20:08.275735 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:50636
03/06-11:20:08.275745 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:30000
83/06-11:20:08.275754 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5922
03/06-11:20:08.275763 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:11111
03/06-11:20:08.275773 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:65129
03/06-11:20:08.275782 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:49175
03/06-11:20:08.275792 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.172:49342 -> 210.57.208.72:9535
03/06-11:20:08.275802 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:2725
03/06-11:20:08.275813 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5911
83/06-11:20:08.275824 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1201
03/06-11:20:08.275833 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:2382
03/06-11:20:08.275844 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5030
03/06-11:20:08.275853 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:30718
03/06-11:20:08.275864 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.172:49342 -> 210.57.208.72:6901
03/06-11:20:08.275874 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:18101
03/06-11:20:08.275885 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5959
83/06-11:20:08.275894 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5544
03/06-11:20:08.275903 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1185
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83/06-11:20:08.275913 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:52673
03/06-11:20:08.275922 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:3878
03/06-11:20:08.275931 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5800
03/06-11:20:08.275941 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1038
03/06-11:20:08.275951 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:4129
83/06-11:20:08.275962 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1113
03/06-11:20:08.275973 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1434
83/06-11:20:08.275983 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:280

03/06-11:20:08.275993 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:545

03/06-11:20:08.276002 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1875
03/06-11:20:08.276011 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:8402
03/06-11:20:08.276020 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:6788
83/06-11:20:08.276030 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:8222
03/06-11:20:08.276041 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:5560
83/06-11:20:08.276851 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1433
03/06-11:20:08.276060 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:8180
03/06-11:20:08.276069 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:3000
03/06-11:20:08.276080 [**] [1:621:7] SCAN FIN [**] [Classification: Attempted Information Leak] [Prierity: 2] {TCP} 192.168.43.172:49342 -> 210.57.208.72:1062
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Gambar 4: isi file alert dari snort
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Berdasarkan gambar 4, ada banyak jenis alert yang dapat kita lihat dari hasil
snort. Untuk mendapatkan total dari setiap alert yang dihasilkan, jika dihitung setiap
baris akan sangat melelahkan dan tidak menutup kemungkinan akan adanya kekeliruan.
Untuk hasil yang lebih efisien, maka penulis menggunakan program counteralert.py
untuk mendapatkan total dan priority dari setiap jenis alert. Program counteralert.py
merupakan program yang berbasis bahasa Python. Untuk menjalankan program tersebut
kita ketik di command linux :

python counteralert.py alert (nama_file_yang_diinginkan).csv

Terminal - fepiliana@fepiliana-A456 UR ~/Documents/kjk - 4+ X
File Edit View Terminal Tabs Help

fepiliana@fepiliana-A456UR - um kik % python countalert.py alert hasil_ countalert.csw
Priority: alert MP AgentX/tcp request
Priority: alert MP request tcp
alert Echo Reply
alert PING
alert PING NMAP
Priority alert Timestamp Request
Priority: alert NEB-HISC Invalid HTTP Version String
Priority: alert SCAN FIN
fepiliana@fepiliana-A456UR m j

bR

2
2
3
3
3
3
6
2.

Gambar 5: hasil count alert

Berdasarkan hasil dari gambar 5, dapat kita lihat bahwa alert SCAN FIN
memiliki total 2000 yang terdapat pada file alert dari snort. SCAN FIN merupakan alert

untuk mendeteksi port scanning.

Berikut adalah beberapa rules alert snort yang dicocokan dengan gambar 3 dan

gambar 4, sehingga dapatkanlah hasil alert pada gambar 5:

Terminal - root@fepiliana-A456UR /etc/snort/rules - + X
File Edit View Terminal Tabs Help
2.5.3

GNU_nano File: scan.rules

* These signatures are representitive of network scanners. These include
¢ port scanning, ip mapping, and various application scanners.

¢ NOTE: This does NOT include web scanners such as whisker. Those are

n"; flow:stateless; ; flags:s; tt
i b established
f

p SEXTERNAL_NET :

p $EXTERNAL_NET any f

p SEXTERNAL_NET any " XM : flow:stateless; fl ags :SRAFPU, 12; ; y :

cp SEXTERNAL NET any -: E H L L ags:FPU,12; rsfere H i / :1228; rev:7;

cp SEXTERNAL_NET any ME_ Y H ¥ ; L E ; fle :SF; 94 C y attempted—r con; si

p SEXTERNAL_NET any NET any C y L L ; AAAAAAAAAAAAAAAA referenc i
tcp $SEXTERNAL NET &
udp SEXTERNAL_NET :
udp $EXTERNAL NET = a :
udp $SEXTERNAL_NET any $HOME_NET g:"sC ybercop udp bom P i i | ad- unkﬂowm sii
udp $EXTERNAL_NET any SHOME_NET any (msg:"SCAN Webtrends Scanner UDP Probe"; |0A|qu1te|0A ; rachnids,308; classtype:attempted-recs
tcp SEXTERNAL _NET any $HOME NET 22 (msg SSH Version map attempt" L tuisaruar Estsb'l ishe i pper"; nocase; sstype:network-scan; §
udp SEXTERNAL_NET any $HOME_NET 1980 (msg N UPnP seruln e di E " ssdp|3A|discon sstype:network-scs
icmp SEXTERNAL NET a $HOME_NET any (msg:"SCAN Sola E H H " L2 i . H ype: ; sid:1918; revs
tcp SEXTERNAL NET any SHTTP_ SERVERS $HTTP _PORTS (msg C, cyl H L C L H e; L H i C AAAAAAAABAAAAAAAT ; depth 16; referens

B¥ Get Help Write Out B vhere Is X Justify Cur Pos W Frev Page I First Line wWherels Next] Mark Text
R Exit i Read File M\ Replace c 3 To Spell Go To Line Ml Next Page el Last Line To Bracket Copy Text

Gambar 6: rules alert SCAN FIN
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Alert SCAN FIN

alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:"SCAN FIN"; flow:stateless; flags:F,12;
reference:arachnids,27; classtype:attempted-recon; sid:621; rev:7;)

Terminal - root@fepiliana-A456UR fetc/snort/rules - + X

File Edit View Terminal Tabs Help

GNU nano 2.5.3 File: web-misc.rules

alert tcp SEXTERNAL NET any -> $HTTP_SERVERS 443 (msg:"WEB-MISC S5Lv2 Client Helle with pad Challenge Length overflow attempt"”; flow:to server,established; flowbits:isg
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS 443 (msg:"WEB-MISC SSLv2 Client Helle Challenge Length overflow attempt"; flow:to server,established; flowbits:isnotset,ss$
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP PORTS (msg:"WEB-MISC cross site scripting attempt"; flow:to server,established; content:"<SCRIPT>"; nocase; classtyp$|
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP PORTS (msg:"WEB-MISC cross site scripting HTML Image tag set to javascript attempt”; flow:to server,established; congf
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Cisco IOS HTTP configuration attempt"; flow:to_server,established; uricontent:"/level/"; uricong
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Netscape Enterprise DOS"; flow:to_server,established; content:"REVLOG / "; depth:9; reference:bg
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Netscape Enterprise directory listing attempt”; flow:to_server,established; content:"INDEX "; d
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC iPlanet GETPROPERTIES attempt"; flow:to_server,established; content:"GETPROPERTIES"; depth:13; §
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Tomcat view source attempt”; flow:to_server,established; uricontent:"%252ejsp"; reference:bugtrg
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC ftp attempt”; flow:to_server,established; content:"ftp.exe"; nocase; classtype:web-application-§
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_enumdsn attempt”; flow:to_server,established; content:"xp_enumdsn"; nocase; classtype:web-ap
alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_filelist attempt”; flow:to_server,established; content:"xp_filelist"; nocase; classtype:web-3
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_availablemedia attempt"; flow:to_server,established; content:"xp_availablemedia"; nocase; cl§
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_cmdshell attempt”; flow:to_server,established; content:"xp_cmdshell”; nocase; classtype:web-$
alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC nc.exe attempt"; flow:to_server,established; content:"nc.exe"; nocase; classtype:web-applicatiog
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC wsh attempt”; flow:to_server,established; content:"wsh.exe"; nocase; classtype:web-application-$
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC rcmd attempt"”; flow:to_server,established; uricontent:"rcmd.exe"; nocase; classtype:web-applicas
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC telnet attempt"; flow:to_server,established; content:"telnet.exe"; nocase; classtype:web-applics
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC net attempt”; flow:to_server,established; content:"net.exe"; nocase; classtype:web-application-$
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC tftp attempt"”; flow:to_server,established; content:"tftp.exe"; nocase; classtype:web-applicatiog
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC xp_regread attempt"; flow:to_server,established; content:"xp_regread"; nocase; classtype:web-ap
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC xp_regwrite attempt"; flow:to_server,established; content:"xp_regwrite"; nocase; classtype:web-$
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC xp_regdeletekey attempt"”; flow:to_server,established; content:"xp_regdeletekey"; nocase; classt$
alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC WebDAV search access"; flow:to_server,established; content:"SEARCH "; depth:8; nocase; referencs
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC .htpasswd access"; flow:to_server,established; content:".htpasswd"; nocase; classtype:web-applig
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC Lotus Domino directory traversal"; flow:to_server,established; uricontent:".nsf/"; uricontent:"§
# alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC webhits.exe access"; flow:to_server,established; uricontent:"/scripts/samples/search/webhits. 3|
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC queryhit.htm access"; flow:to_server,established; uricontent:"/samples/search/queryhit.htm"; nog
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC counter.exe access"; flow:to_server,established; uricontent:"/counter.exe"; nocase; reference:bg
alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC WebDAV propfind access”; flow:to_server,established; content:"propfind"; nocase; pcre:"/<a\x3a\$
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC unify eWave ServletExec upload"; flow:to_server,established; uricontent:"/servlet/com.unify.ser$
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC Netscape Servers suite DOS"; flow:to_server,established; uricontent:"/dsgw/bin/search?context="3
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC amazon 1-click coockie theft"; flow:to server,established; content:"ref%3Cscript%208language%3D%23
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC unify eWave ServletExec DOS"; flow:to server,established; uricontent:"/servlet/ServletExec"; reg
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC Allaire JRUN DOS attempt"; flow:to server,established; uricontent:"servlet/....... "; nocase; re$|
alert tcp $EXTERNAL NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC ICQ Webfront HTTP DOS"; flow:to server,established; uricontent:"???77?7???7"; reference:bugtraq,$
Blert tcp SEXTERNAL NET any -> SHTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC Talentsoft Web+ Source Code view access”; flow:to server,established; uricontent:"/webplus.exe?$
alert tcp $EXTERNAL NET any -> 3$HTTP_SERVERS $HTTP_PORTS '"WEB-MISC Talentsoft Web+ internal IP Address access"; flow:to server,established; uricentent:"/webplus.eg
alert tcp SEXTERNAL NET any -> $HTTP SERVERS $HTTP PORTS (msg:"WEB-MISC SmartWin CyberOffice Shopping Cart access"; flow:to server,established; uricontent:" private/shg

WNE Get Help Kt write out Rl vwhere Is BE Cut Text 8] Justify K Cur Pos B Prev Page QRN First Line [B¥ WhereIs Next] Mark Text
B Exit i Read File Ml Replace Ml Uncut Text Ml To Spell Ml Go To Line il Next Page k¥l Last Line WEBl To Bracket Copy Text

Gambar 7: rules alert WEB-MISC

Alert WEB-MISC

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS 443 (msg:"WEB-MISC SSLv2 Client_Hello with pad Challenge
Length overflow attempt"; flow:to_server,established; flowbits:isS

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS 443 (msg:"WEB-MISC SSLv2 Client_Hello Challenge Length
overflow attempt"; flow:to_server,established; flowbits:isnotset,ssS$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC cross site scripting attempt";
flow:to_server,established; content:"<SCRIPT>"; nocase; classtyp$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC cross site scripting HTML
Image tag set to javascript attempt"; flow:to_server,established; con$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Cisco 10S HTTP configuration
attempt"; flow:to_server,established; uricontent:"/level/"; uricon$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Netscape Enterprise DOS";
flow:to_server,established; content:"REVLOG / "; depth:9; reference:bS

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC Netscape Enterprise directory
listing attemot": flow:to server.established: content:"INDEX ": dS
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Alert WEB-MISC

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_availablemedia attempt";
flow:to_server,established; content:"xp_availablemedia"; nocase; clS

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_cmdshell attempt";
flow:to_server,established; content:"xp_cmdshell"; nocase; classtype:web-$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC nc.exe attempt";
flow:to_server,established; content:"nc.exe"; nocase; classtype:web-applicatio$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC wsh attempt";
flow:to_server,established; content:"wsh.exe"; nocase; classtype:web-application-$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC rcmd attempt";
flow:to_server,established; uricontent:"rcmd.exe"; nocase; classtype:web-applica$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC telnet attempt";
flow:to_server,established; content:"telnet.exe"; nocase; classtype:web-applic$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC net attempt";
flow:to_server,established; content:"net.exe"; nocase; classtype:web-application-$

alert tcp SEXTERNAL _NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC tftp attempt";
flow:to_server,established; content:"tftp.exe"; nocase; classtype:web-applicatioS

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_regread attempt";
flow:to_server,established; content:"xp_regread"; nocase; classtype:web-ap$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_regwrite attempt”;
flow:to_server,established; content:"xp_regwrite"; nocase; classtype:web-S

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC xp_regdeletekey attempt";
flow:to_server,established; content:"xp_regdeletekey"; nocase; classt$S

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC .htpasswd access";
flow:to_server,established; content:".htpasswd"; nocase; classtype:web-appli$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS S$SHTTP_PORTS (msg:"WEB-MISC Lotus Domino directory
traversal"; flow:to_server,established; uricontent:".nsf/"; uricontent:"S

# alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC webhits.exe access";
flow:to_server,established; uricontent:"/scripts/samples/search/webhits.S

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC queryhit.htm access";
flow:to_server,established; uricontent:"/samples/search/queryhit.htm"; no$

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-MISC counter.exe access';
flow:to_server,established; uricontent:"/counter.exe"; nocase; reference:b$
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Terminal - root@fepiliana-A456UR /etc/snort/rules - + X
File Edit View Terminal Tabs Help
GNU nano 2.5.3

File: icmp-info.rules

SEXTERNAL_NET any SHOME_NET any Mobile Registration H

SEXTERNAL_NET any SHOME_NET any Mobile Registration undefined

SEXTERNAL_NET any SHOME_NET any : Mobile Registration Reguest"; icode:

SEXTERNAL _NET any SHOME_NET any Mobile Registration Request undeflned

SEXTERNAL_NET any SHOME_NET any Parameter Problem Bad Length H yp

SEXTERNAL_NET any SHOME_NET any Parameter Problem Missing a Required Optlon

SEXTERNAL_NET any SHOME_MNET any : Parameter Problem " H

SEXTERNAL NET any SHOME_NET any MP Parameter Problem undefined Code’

SEXTERNAL_NET any SHOME_NET any Photuris Reserved"; icode

SEXTERNAL_NET any -> SHOME_NET any H Photuris Unknown S

SEXTERNAL_NET any SHOME_NET any MP Photuris Valid Security Parameters,

SEXTERNAL_NET any SHOME_NET any MP Photuris Valid Security Parameters,

SEXTERNAL_NET any SHOME_NET any MP Photuris undefined code! icod

SEXTERNAL_NET any SHOME_NET any Redirect for TOS and Host

$EXTERNAL_NET any SHOME_NET any Redirect

SEXTERNAL_NET any SHOME_NET any MP Redirect

$SEXTERNAL NET any SHOME _NET any Reserved

SEXTERNAL_NET any SHOME_NET any : Reserved

SEXTERNAL_NET any SHOME_MNET any Router Advertlsemen

SEXTERNAL_NET any SHOME_NET any MP Router Sel

$EXTERNAL _NET any $HOME_NET any : SKIP"; icode:

SEXTERNAL_NET any SHOME_NET any SKIP undeflned 'ode

$EXTERNAL_NET any SHOME_NET any Sou

$HOME_NET any -> SEXTERNAL_NET : y

SHOME_NET any -> SEXTERNAL_NET any ;1 H ype: i y; s5id:450; rev:8;

SEXTERNAL_NET any SHOME_NET : i
TERNAL NET HOME_MET

SEXTERNAL_NET SHOME_NET

SEXTERNAL NET SHOME NET

SEXTERNAL_NET any SHOME_NET any

$SEXTERNAL_NET any SHOME_NET any Traceroute

SEXTERNAL_NET any SHOME_NET any :"ICMP unassigned type 1"; H

SEXTERNAL_NET any SHOME_NET any CMP unassigned type 1 undefined

SEXTERNAL_NET any $HOME_NET any unassigned type 2"; icode:®

SEXTERNAL_NET any SHOME_NET any unassigned ty undefined

SEXTERNAL_NET any SHOME_NET any H unassigned ty icode

SEXTERNAL_NET any SHOME_NET any unassigned 7 undefined

SEXTERNAL_NET any SHOME_NET any PING undeflned 1ode“; icode:
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Gambar 8: rules alert ICMP Timestamp

Alert ICMP Timestamp

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP Timestamp Request"; icode:0; itype:13;
classtype:misc-activity; sid:453; rev:5;)

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP Timestamp Request undefined code"; icode:>0;
itype:13; classtype:misc-activity; sid:454; rev:7;)
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Terminal - root@fepiliana-A456UR /etc/snort/rules - + x
File Edit View Terminal Tabs Help
GNU nano 2.5.3

File: icmp.rules

# Copyright 2001-2805 Sourcefire, Inc. All Rights Reserved

# This file may contain proprietary rules that were created, tested and

# certified by Sou fire, Inc. (the "VRT Certified Rules") as well as

l# rules that were created by Sourcefire and other third parties and

# distributed under the GNU General Publ License (the "GPL Rules"). The
# VRT Certified Rules contained in this file are the property of

# Sourcefire, I Copyright 2005 Sourcefire, Inc. All Rights Reserved.

¢ The GPL Rules created by Sourcefire, Inc. are the property of

l# Sourcefire, I Copyright 2002-2805 Sourcefire, Inc. All Rights

l# Reserved. ALl other GPL Rules are owned and copyrighted by their

# respective owners (please see www.snort.org/contributors for a list of
L In order to determine what

# rules are VRT Certified Rules or GPL Rul es, please refer to the VRT
# Certified Rules License Agreement.

#

#

j#

j#

¢

¢

#

:51 mwatchinski Exp $

l# Description:
# These rules are potentially bad ICMP traffic. They include most of the
# ICMP scanning tools and other "BAD" ICMP traffic (Such as redirect host)

l# 0ther ICMP rules are included in icmp-info.rules

ert SEXTERNAL_NET any -> $HOME_NET any H 1SS Pinger"; itype: H GRO"; :32; reference:arachnids,158;
SEXTERNAL NET : SHOME_NET : L3retriever Ping it 8; t IJhLI’INDFURSTU\J’WA E
ERNAL NET i 1 H ee CID 08 80s%
SHOME NET
SEXTERNAL_NET : SHOME_NET : penum v1.1.1"; p_ id
SEXTERNAL_NET any $HOME_NET any redirect host"; de 1, 1t\¢pe J, nids,135;
SEXTERNAL_NET any -> $HOME_NET any H redirect net"; icode: ce:ar: nids,lw- H
SEXTERNAL NET any SHOME_NET any superscan ec : 7' H ntent:" |00 80 80 66 60 80 60 CICI asstype: attempted recon; sid:474; re$
SEXTERNAL_NET any $HOME_NET any traceroute ipopt i ; ity ar, E yp n; sid:475; rev 'J
SEXTERNAL_NET any $HOME_NET : : webtrends i ; itype:8; content:"|e0 00 0@ GEIIEEEEEEEEEEEE ; reference:arachnids,307; classtype:$
SEXTERNAL_NET any $HOME_NET : Source Que H bad-unknown; sid:477 v:i2;)
SEXTERNAL_NET any $HOME_NET any Broadscan Smurf e:d; icmp_id p_seq:0; itype sstype:attempted-recon; sid:478; rev:3;)

‘ [ Read SE) llnes 1
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! Exit M Read File M Replace Uncut Text To Spell To Line @ Next Page Last Line To Bracket
Gambar 9: rules alert ICMP PING NMAP

Alert ICMP PING NMAP

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING NMAP"; dsize:0; itype:8;
reference:arachnids,162; classtype:attempted-recon; sid:469; rev:3;)
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Terminal - root@fepiliana-A456UR /etc/snort/rules - + x
File Edit View Terminal Tabs Help
GNU nano 2.5.3

File: icmp.rules

¢ Description:
# These rules are potentially bad ICMP traff They include most of the
¢ ICHP scanning tools and other "BAD" ICMP traffic (Such as redirect host)

¢ Other ICMP rules are included in icmp-info.rules

alert i1 SEXTERNAL_NET any -> SHOME_NET any ISS Pinger”; itl,-‘pe Q"; depth:32; reference:arachnids,158; sstype:attempted-recon;

i SEXTERNAL_NET any -> SHOME_NET any L3retriever Ping"; H pe: 1untent ”AE:DEFhHIJFLHNOPURSTUUNAB(DEFhH depth:32; reference:arachnidss

SEXTERNAL_NET any SHOME_NET any "1IC Nemesis wl.1 Etho i B; ic 8 = H:H 88 00 0O 06 00 60 00 60 0O 00 60 005
SEXTERNAL NET any SHOME_NET any PING NMAP"; ity i ; y i 9
SEXTERNAL_NET any -> SHOME_NET any icmpenum w1.1.1" ize:0; icmp_id: i N id: ; itype:8; ce:aracl ,450; classtype:attems
SEXTERNAL_NET any -> SHOME_NET any redirect host H re \ 9 ; classtype:bad-unknown; sids$
SEXTERNAL_NET any -> SHOME_NET any redirect net"; H i H i 8 ; ad-unknown; sid
SEXTERNAL_NET any SHOME_NET any MP superscan echo ize: ype: :"|ee 80 88 @O 8o 8e asstype: attempted recon; sid
SEXTERNAL_NET any SHOME_NET any traceroute ipopts"; i ; Y ; H /| ttempted-recon; sid:475; rev:3;
SEXTERNAL_NET any -> SHOME_NET any CMP webtrends s¢ "; ic ity ; € :"|e0 8o eo OOIEEEEEEEEEEEE ; reference:arachnids,307; classtype:$
SEXTERNAL_NET any -> SHOME_NET any Source Ouem_h ! i H 1 ype:bad-unknown; sid: -17
SEXTERNAL NET any -> SHOME NET any 1 Y H
SEXTERNAL_NET SHOME_NET i : depth IBB cla;stype misc-activity; sid:
SEXTERNAL_NET SHOME_NET TJIPingProl. lBulld 2 W1ndow5“ itype:8; content:"TJPingPro by Jim"; depth:32; reference:arachnids, 167 classtyps
SEXTERNAL_NET SHOME_NET PING WhatsupGold Windews"; itype:8; content:"WhatsUp - A Netw"; depth 32; reference arachnids, 168 classtype:ms
SEXTERNAL_NET SHOME_NET PING CyberKit 2.2 m.ndcws" itype:8; content "|AA AA AA AA AA AA AA AR AA AA AA AR AA AA AA AAI”; depth:32; reg
SEXTERNAL NET SHOME NET ( PING Snlffer Pro/NetXRa network scan” i i

/ Prohibited";
tion with Destination Network is Administratively Prohibited
SEXTERNAL NET any -> SHOME_NET any (msg igital island bandwidth query” mailto|3A|ops@digisle.com”; depth:22;
SEXTERNAL_NET any -> $HOME_NET any (msg:"IC : MP Packet"; dsize:>8 :arachnids, 24 classtype:bad- unknown, sid:499;

g0 write out Where Is xt B Justif r Pos @ Prev Page First Line [B WhereIs Next| ark Text
M Read File M Repl Unc t To Spell To Line |l Next Page fi Last Line [ jEB] To Bracket Copy Text
Terminal - root@fepiliana-A456UR /etc/snort/rules - + X

File Edit View Terminal Tabs Help
GNU nano 2.5.3 File: icmp-info.rules

¢ Description:

¢ These rules are standard ICMP traffi They include 05 pings, as well

¢ as normal routing done by ICMP. There are a number of tch all" rules
¢ that will alert on unknown ICMP types.

¢ Potentially "BAD" ICMP rules are included in icmp.rules

SEXTERNAL_NET any -> SHOME_NET any *ICMP IRDP router aduertlﬁement ; itype:9; reference:arachnids,173; referenc ugtraq,578; reference:cve,1999-0875; $
SEXTERNAL NET any -> SHOME NET any C| IRDP router selection” 3 0; C rachnids, 17. reference:bugtraq,578; reference e,1999-8875; clas
SEXTERNAL NET SHOME NET PING *NIX"; itype:8; ' 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F|"; depth:32; classtype:misc-acts§
SEXTERNAL NET any -> SHOME_NET any PING BSDtype”; itype 8; content:"|@8 69 8A OB 8C 6D 8E OF 10 11 12 13 14 15 16 17 depth:32; reference:arach$l
SEXTERNAL_NET any -> SHOME_NET any PING BayRS Router"; itype:8; content:"|81 02 83 04 85 06 87 03 09 0A OB 8C 6D 8E OF|"; depth:32; reference:ara$
SEXTERNAL NET any -> SHOME NET any PING Be0S4.x"; itype:8; content:" |80 00 €0 @@ 00 00 GO 00 G0 00 8O0 00 B8 09 OA 0B|"; depth:32; reference:arachg
SEXTERNAL NET any -> SHOME_NET any PING Cisco Type.x"; itype content:"|AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD|"; depth:32; reference:§
SEXTERMNAL_NET any -> SHOME_NET any PING Delphi-Piette Windows"; itype:8; content:"Pinging from Del"; depth:32; reference:arachnids,155; classtype$|
SEXTERNAL_NET any -> $HOME_NET any PING Flowpoint220@ or Network Management Software"; itype:8; content:"|@1 ©2 ©3 04 05 06 @7 08 09 0A @B 8C @D
SEXTERNAL NET any -> SHOME NET any PING IP NetMonitor Macintosh"; itype:8; content:"|A9| Sustainable So"; depth:32; reference:arachnids,157; clasg|
SEXTERMNAL_NET any -> SHOME_NET any PING LINUX/*BSD"; dsize:8; i 3170; itype:8; reference:arachnids,447; classtype:misc-activity; sid:375; rev:63

alert SEXTERNAL_NET any -> SHOME_NET any PING Microsoft Windows"; itype:8; content:"812345678%abcdefghijklmnop”; depth:32; reference:arachnids,159; clas|
alert SEXTERNAL NET any -> SHOME NET any PING Network Toolbox 3 Windows"; itype:8; content:"= ="; depth:32; reference:arachnids,161; class$|
alert SEXTERMNAL_NET any -> SHOME_NET any PING Ping-0-MeterWindews"; itype:8; content:"OMeterObeseArma depth:32; reference:arachnids,164; classtype:m$
alert SEXTERNAL_NET any -> SHOME_NET any PING Pinger Windows"; itype:8; content:"Data|6@ 00 60 00 008 00 08 00 08 80 08 80|"; depth:32; reference:arachn$l

SEXTERNAL NET any -> SHOME NET any PING Seer Windows"; itype:8 :"|88 e4| "; depth:32; reference:arachnids,166; classtype:misg
SEXTERNAL_NET -> $HOME_NET PING Sun Sularls ; dsize:8; itype:8; reference:arachnids,448; classtype:misc-activity; sid:381; rev:6;
SEXTERNAL_NET -> SHOME_NET PING Window: bcdefghijklmnop depth:16; reference:arachnids,169; classtype:misc-activity$|
SEXTERNAL NET SHOME _NET traceroute”; H :1; reference arachnlds 118 cLasstype attempted-recon; sLd 385; rev:4;

SEXTERNAL NET SHOME NET PING"; icode: i ;)

SHOME_NET any -> $SEXTERNAL_NET any " / C! :0; itype:18; vity; sid:386; rev:5;)

SEXTERNAL_NET any SHOME_NET any CM undefined i _' ivity id:387; rev:7;
SEXTERNAL NET any SHOME NET any M Request”; icode ) i ivity i ;

SEXTERNAL_NET any -> $HOME_NET any " ICH : Request undefined code"; icede:>8; ity imisc-acti /; sid: rev:7;)
SEXTERNAL_NET any -> SHOME_NET any Alternate Host Address"; icode:8; ity ; i (i si v:5;

SEXTERNAL NET any SHOME_NET any MP Alternate Host Address undefined ; ¥ (51 ivity id:391; rev:8;
SEXTERNAL NET any -> $HOME NET any " Datagram Conversion Error"; i itype:31; ;
$SEXTERNAL_NET any SHOME_NET any "ICHMP Datagram Conversion Error undefmsd 1ude icode:=8; ype:31;

SEXTERNAL NET any SHOME_NET any MP Destination Unreachable Destination Host Unknmown"; i ode 7;

SEXTERMAL NET any -> SHOME_NET any g Destination Unreachable Destination Network Unknown

SEXTERNAL_NET any -> $HOME_NET any " Destination Unreachable Fragmentation Needed and DF

SEXTERNAL_NET any -> $HOME_NET any :"ICHMP Destination Unreachable Host Precedence Violation"; de:14; itype:3; -Wasstype mis

Write Out wWhere Is X B Justif r Pos Prev Page First Line [ WhereIs Next] ark Text
Read File Ml Repl C! t " To Line Al Mext Page fi Last Line WERl To Bracket Copy Te»

Gambar 9: rules alert ICMP PING

Alert ICMP PING

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING *NIX"; itype:8; content:"|10 11 12 13 14
15161718 19 1A 1B 1C 1D 1E 1F|"; depth:32; classtype:misc-act$S

@"\

e
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Alert ICMP PING

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING BSDtype"; itype:8; content:"|08 09 OA OB
OCODOEOF10111213 141516 17|"; depth:32; reference:arach$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING BayRS Router"; itype:8; content:"|01 02 03
04 05 06 07 08 09 OA 0B OC OD OE OF |"; depth:32; reference:ara$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING BeQS4.x"; itype:8; content:"|00 00 00 00
00 00 00 00 00 00 00 00 08 09 OA 0B|"; depth:32; reference:arach$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Cisco Type.x"; itype:8; content:"|AB CD AB
CD AB CD AB CD AB CD AB CD AB CD AB CD|"; depth:32; reference:$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Delphi-Piette Windows"; itype:8;
content:"Pinging from Del"; depth:32; reference:arachnids,155; classtype$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Flowpoint2200 or Network Management
Software"; itype:8; content:"|01 02 03 04 05 06 07 08 09 OA OB 0OC 0D $

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING IP NetMonitor Macintosh"; itype:8;
content:"|A9| Sustainable So"; depth:32; reference:arachnids,157; clas$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING LINUX/*BSD"; dsize:8; id:13170; itype:S8;
reference:arachnids,447; classtype:misc-activity; sid:375; rev:65

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Microsoft Windows"; itype:8;
content:"0123456789abcdefghijkimnop"; depth:32; reference:arachnids,159; cla$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Network Toolbox 3 Windows"; itype:8;
content:" ="; depth:32; reference:arachnids,161; class$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Ping-O-MeterWindows"; itype:8;
content:"OMeterObeseArmad"; depth:32; reference:arachnids,164; classtype:m$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Pinger Windows"; itype:8;
content:"Data|00 00 00 00 00 00 00 00 00 00 00 00|"; depth:32; reference:arachn$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Seer Windows"; itype:8; content:" |88 04|
": depth:32; reference:arachnids,166; classtype:misS

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING Sun Solaris"; dsize:8; itype:S;
reference:arachnids,448; classtype:misc-activity; sid:381; rev:6;)

alert icmp SEXTERNAL NET any -> SHOME_NET any (msg:"ICMP PING Windows"; itype:S;
content:"abcdefghijklmnop"; depth:16; reference:arachnids,169; classtype:misc-activity$

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP traceroute"; itype:8; ttl:1;
reference:arachnids,118; classtype:attempted-recon; sid:385; rev:4;)

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP PING"; icode:0; itype:8; classtype:misc-activity;
sid:384; rev:5;)

e
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Terminal - root@fepiliana-A456UR /etc/snort/rules - + X
File Edit View Terminal Tabs Help
GNU nano 2.5.3

File: icmp-info.rules

$EXTERNAL_NET any $HOME_NET any : Destination achabl y vice"; icode: ity ; classtype:mis
SEXTERNAL NET : SHOME_NET any Destination 2 able Network Uana hab, d it B E i vi id:4 ; rev
SEXTERNAL NET SHOME_NET any Destination E Port Unreachable" i i i J
SEXTERNAL NET SHOME_NET any Destination
SEXTERNAL NET SHOME_NET any Destination
SEXTERNAL NET SHOME_NET any Destination
SEXTERNAL NET SHOME_NET any Destination
ERNAL NET OME _NET
SEXTERNAL_NET SHOME_NET
SEXTERNAL NET SHOME_NET
i SEXTERNAL_NET : SHOME_NET =
i SEXTERNAL_NET any SHOME_NET =
i SEXTERNAL_NET : SHOME_NET =
i SEXTERNAL_NET any SHOME_NET ¢
i SEXTERNAL_NET : $HOME_NET any IPV6 Where-Are-You undefined
icmp $HOME_NET an SEXTERNAL_NET any Information i
icmp $HOME_NET any SEXTERNAL_NET any Information undefined
icmp SEXTERNAL_NET : SHOME_NET any Information Request"; icode: 3 :
icmp $EXTERNAL_NET : SHOME_NET any Information Request undehned g ; itype:15; /| i ivity; sid:418; rev:7;)
icmp $SEXTERNAL_NET : SHOME_NET an Mobile Host Redire :0; i ; sstype:mi i ¥ vi5;)
icmp $EXTERNAL_NET any SHOME_NET any Mobile Host dl ; itype:32; / i E ivity rev:7;)
iemp $EXTERNAL_NET : SHOME_NET any : Mobile Registration Repl y ; cl y ; -)
iemp $EXTERNAL_NET : SHOME_NET any Mob Registration Reply undefmed ; itype:36; : /; si 22; rev:7;)
iemp $EXTERNAL_NET : SHOME_NET any Mobile Registration Request”; icod i i y ;
icmp SEXTERNAL_NET any SHOME_NET any Mobile Registration Request undefined code”; i : / i i sid:424; rev:7;)
icmp $EXTERNAL_NET : SHOME_NET an Parameter Problem Bad Length"; iy i vi6;
icmp $SEXTERNAL_NET any SHOME_NET any : Parameter Problem Missing a Required Option
icmp SEXTERNAL NET : SHOME_NET any Parameter Problem Unspecified Error’ d
icmp SEXTERNAL NET any SHOME_NET any Parameter Problem undefined Co
icmp SEXTERNAL NET : SHOME_NET any Photuris
icmp SEXTERNAL NET : SHOME_NET any Photuris
icmp $SEXTERMAL NET SHOME _NET any Photuris
icmp $EXTERMAL NET SHOME _NET any Photuris
icmp $EXTERMAL NET SHOME _NET any Photuris
icmp $EXTERMAL NET SHOME NET :
icmp $EXTERMAL NET SHOME _NET any Redirect
icmp $SEXTERMAL_NET SHOME_NET an Redirect undefined code” d
icmp SEXTERNAL_| any SHOME_NET any Reserved for Security Type 19"
icmp SEXTERNAL_NET : SHOME_NET any : Reserved for Security Type 19 undefined
icmp SEXTERNAL_NET any SHOME_NET any Router Advertisement

¥ Get Help Y virite Out Where Is ut Tex B Justify W¥ Cur Pos W Prev Page ER First Line Wherels Next
B Exit Read File Y Repl Uncut Text Ml To Spell B Go To Line Rl Next Page uE¥ Last Line To Bracket

Gambar 10: rules alert ICMP Echo Reply

Alert ICMP Echo Reply

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP Echo Reply"; icode:0; itype:0; classtype:misc-
activity; sid:408; rev:5;)

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP Echo Reply undefined code"; icode:>0; itype:0;
classtype:misc-activity; sid:409; rev:7;)

Terminal - root@fepiliana-A456UR /etc/snort/rules = =
File Edit View Terminal Tabs Help
GNU nano 2.5.3

ile: snmp.rules

+ Copyright 2001-2005 Sourcefire, Inc. All Rights Reserved

¢ This file may contain proprietary rules that were created, tested and

t certified by Sourcefire, Inc. (the "VRT Certified Rules") as well as
rules that were created by Sourcefire and other third parties and

# distributed under the GNU General Publ L nse (the "GPL Rules"). The

¢ VRT Certified Rules contained in this file are the property of

+ Sourcefire, Inc. Copyright 2805 Sourcefire, Inc. All Rights Reserved.

¢ The GPL Rules created by Sourcefire, Inc. are the property of

+ Sourcefire, Inc. Copyright 2802-2005 Sourcefire, Inc. All Rights
Reserved. ALl other GPL Rules are owned and copyrighted by their
respective owners (please see www.snort.org/contributors for a list of

¢ owners and their respective copyrights). In order to determine what
rules are VRT Certified Rules or GPL Rules, please refer to the VRT

¢ Certified Rules License Agreement.

Ehlllp rules,v 1.17.2.1.2.1 2805/85/16 22:17:52 mwatchinski Exp $

# SNMP RULES

$EXTERNAL_NET any SHOME_NET 161 (msg:"SNMP missing community string attempt”; content:"|04 00|"; depth:15; offset:5; reference:bugtraq,2112;
SEXTERNAL _NET an SHOME_NET (msg:"SNMP null mmunity string attempt”; content:"|84 @1 e@e|"; depth:15; offset:5; refere
SEXTERNAL_NET any $HOME_NET 16 mmunity string buffer overflow attempt”; content:"|82 01 98 04 82 @1 e8|"; uffEEt
SEXTERNAL_NET any $HOME_NET 161:16 H mmunity string buffer overflow attempt with evasion"; content:" |84 82 @1 @e@|"; depth 5; offset:7;
SEXTERNAL_NET an $HOME_NET 16 "SNMP public : "; content:"public"; reference:bugtraq,2112; reference:bugtraq,4888; referenc
SEXTERNAL_NET any SHOME_NET 16 "SNMP publ. o flow:to server,established; ntent:"publ ; refere bugtrag, 2112; refere
SEXTERNAL_NET any $HOME_NET 16 g:"SNMP private ac ; content:"private”; reference:bugtraq,4088; reference:bugtraq,4089; reference:bugtraq,4132;$
SEXTERNALiNET any sHOMEiNET 61 (msg:"SNMP private : cp"; flow:to server,established nten privat reference:bugtraq,4088; reference:bugtraq,4s$
any any -> 255.255.255.255 161 2 " bugtrsq 4088; referen bugtraq JBSQ reference:bugtrag,4132; referen ve,2002-8012%
ny > 255 255.255.255 162 t b t
SEXTERNAL_NET SHOM ET reference bugtraq 4088; reference bugtraq 4BE
SEXTERNAL NET $HOME NET ; flow:stateless; reference:bugtra
udp SEXTERNAL_NET - $HOME_NET F reference:bugtrag,4088; reference : 9 ce F 132;
tcp SEXTERNAL NET : SHOME_NET 16 C flow:stateless; reference:bugtrag i £ 089; referen
tcp SEXTERNAL_NET any SHOME_NET AgentX/tcp request"; flow:stateless; reference:bugtraq,4088 bugtraq, 4089 :bugtraq,4132; re$
udp SEXTERNAL NET : SHOME NET 161 (msg:"SNMP PROTOS test-suite-reg-app attempt"; :"0&|02 01 0 04 06|public|A® 19 82 @1 90 02 01 @0 02 01 ee|e|eE|e|es
udp SEXTERNAL_NET any -> $HOME_NET 162 (msg:"SNMP PROTOS test-suite-trap-app attempt 88|62 01 80 B84 06|public|A4|+]|66]|"; reference:url,www.ee.oulu.fi/$

Y Exit Read File Go To Line

Get Help Write Out H Where Cut Text Justify Cur Pos Prev Page First Line WhereIs Next|
\

Replace Uncut Text To Spell Ml Next Page Last Line To Bracket

Gambar 11: rules alert SNMP Request
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Alert SNMP Request

alert udp SEXTERNAL_NET any -> SHOME_NET 161 (msg:"SNMP request udp"; reference:bugtraq,4088;
reference:bugtraq,4089; reference:bugtraq,4132; reference:cve,2002-0012; $

alert tcp SEXTERNAL_NET any -> SHOME_NET 161 (msg:"SNMP request tcp"; flow:stateless;
reference:bugtraq,4088; reference:bugtraq,4089; reference:bugtraq,4132; reference$

Terminal - root@fepiliana-A456UR /etc/snort/rules - + X
File Edit View Terminal Tabs Help
GNU nano 2.5.3

File: snmp.rules

¢ Copyright 200 005 Sourcefire, Inc. A1l Rights Reserved

¢ This file ma ntain proprietary rules that were created, tested and

¢ certified by Sou ., Inc. (the "VRT Certified Rules") as well as

¢ rules that were E Sourcefire and other third parties and

¢ distributed under the GNU neral Public License (the "GPL Rules"). The

¢ VRT Certified Rules contained in this file are the property of

# Sourcefire, Inc 1 Sourcefire, Inc. All Rights Reserved.

¢ The GPL Rules created by Sourc efire, Inc. are the property of

¢+ Sourcefire, I Copyright 2 85 Sou fire, Inc. ALl Rights
Reserved. All other GPL Rules are owned and copyrighted by their

¢ respective owners (plez v.snort.org ntributers for a list of
owners and their respective copyrights). 1In order to determine what

¢ rules are VRT Certified Rules or GPL Rules, please refer to the VRT

¢ Certified Rules License Agreement.

¢ $Id: snmp.rules,v 1.17.2.1.2. e /16 :52 mwatchinski Exp $
4 SNI'IP RULES

XTERNAL_NET : $HOME_NET 16 SNMP missing mmunity string attempt"; content:"|84 @@|"
$HOME_NET 161 M mmunity string attempt" ntent:" |84 81 e@|"
$HOME_NET 161 : "SNM mmunity string buffer overflow attempt" 2 91 @ offset:4; reference:bugtrag,48s
‘:EATERNAL NET : SHOME_NET : "SNM mrlluhlt\- string buffer uuerﬂu\f attempt \flth evasion * 2 00|"; depth:5; offset referes
$EXTERNAL _NET : SHOME_NET L *; content:"public"; referenc 2 ce: aq, 40 reference:bugtrag,
SEXTERNAL NET = SHOME_NET 16 cp"; flow: tuisEru‘E Estsb'\ ished; H 2
SEXTERNAL NET & $HOME_NET 16 SNMP pri 3tE E content: pri.‘atE referem e:bugtrag
SEXTERNAL NET : $HOME_NET 16 SNMP private a fl 0\-1 to_server,establishe
any any .255.255 1u1 "SNMP Broad H
any any . "SNMP broad
ERNAL_NET any 6 SNMP request udp'
TERNAL_NET = HDHE_NET 6 SNMP request tcp”;
XTERNAL_NET NET
ERNAL NET
SEXTERNAL NET SHOME NET
SEXTERNAL NET $HOME_NET SNMP PROTOS test-suite-regq-app attempt
$SEXTERNAL_NET any SHOME_NET SNMP PROTOS test-suite-trap-app attempt

BE Get Help g write out Bl where Is Ci X Justify B¢ Cur Pos By Prev Page EE First Line [ WhereIs Next] 3
plil Read File M Replace Uncut Text To Spell M Go To Line Al Next Page LB Last Line WERl To Bracket Copy Text

Gambar 11: rules alert SNMP AgentX/tcp

Alert SNMP AgentX/tcp

alert tcp SEXTERNAL_NET any -> SHOME_NET 705 (msg:"SNMP AgentX/tcp request"; flow:stateless;
reference:bugtraq,4088; reference:bugtraq,4089; reference:bugtraq,4132; re$
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» Tabel Alert Snort dan Diagramnya
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Prioritas

Line Chart Alert Snort
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Bar Chart Alert Snort

&
@“’ H Total Alert Priority
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