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INSTRUCTION DETECTION SYSTEM MENGGUNAKAN SNORT

TUGAS 4
scanning situs target sambil menjalankan wireshark, kemudian compile menggunakan snort, lihat apa yang terjadi? 
· Buat table dari hasil alert
· Buat grafiknya

1. Langkah – langkah dilakukan
Scanning target menggunakan Nmap dan Wireshark dengan bersamaan.
Disini saya menggunakan 2 tools : wireshark dan nmap.

· Nmap
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Gambar 2.1 Scanning
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Gambar 2.2 Scanning
Pada gambar 2.1 saya melakukan scanning terhadap situs target www.lazada.co.id dan saya menjalankan aplikasi wireshark bersamaan untuk melihat traffic data yang terjadi saat sedang melakukan scanning. 

· wireshark
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Gambar 2.2 Scanning
Pada gambar 2.2 diatas merupakan hasil dari traffic di aplikasi wireshark saat melakukan scanning. 


· Compile data menggunakan Snort
Setelah kita selesai melakukan scanning di nmap dan mendapatkan data pcap dari wireshak, kita compile file pcap dengan perintah digambar 2.3
snort –A fast –c /etc/snort/snort.conf –r (file pcap data dari wireshark).  
[image: ]

Gambar 2.3
Perintah diatas itu untuk mendapatkan hasil alert. Berikut gambar 2.4 hasil alert yang didapatkan.
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Gambar 2.4





2. HASIL DATA

Setelah mendapatkan data berikut merupakan tampilan dari hasil sajian data alert berupa table dan grafik.


· Table data alert

	No
	Alert
	Jumlah

	1
	ICMP PING NMAP
	1

	2
	ICMP Timestamp Reply
	1

	3
	ICMP Timestamp Request
	1

	4
	BAD-TRAFFIC 0 ttl
	2

	5
	WEB-CGI finger access
	2

	6
	ICMP Destination Unreachable Protocol Unreachable
	3

	7
	WEB-MISC robots.txt access
	3

	8
	ICMP Destination Unreachable Port Unreachable
	4

	9
	DNS named version attempt
	4

	10
	SNMP AgentX/tcp request
	4

	11
	SNMP request tcp
	4

	12
	ICMP Time-To-Live Exceeded in Transit
	5

	13
	ICMP Echo Reply undefined code
	6

	14
	ICMP PING undefined code
	6

	15
	ICMP Echo Reply
	7

	16
	ICMP PING
	7

	17
	ICMP Destination Unreachable Communication Administratively Prohibited
	8

	18
	ICMP Destination Unreachable Host Unreachable
	8

	19
	COMMUNITY WEB-MISC Proxy Server Access
	24

	20
	SCAN nmap XMAS
	24

	21
	COMMUNITY WEB-MISC mod_jrun overflow attempt
	30

	22
	BAD-TRAFFIC same SRC/DST
	45

	23
	MISC UPnP malformed advertisement
	421

	24
	SCAN UPnP service discover attempt
	811
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· Grafik data alert
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= Zenmap

San Tools Profile Help
Target: | lazada.coid

Command: | nmap T4 -A-v

=] Profile: |Intense scan

lazada.coid

(=

Nmap Output | Ports / Hosts | Topology | Host Details | Scans

Cancel

05 ¢ Host
B lazada.coid #5116

nmap -T4 -A -v lazada.co.id

Starting Nmap 6.46 ( http://nmap.org ) at 2017-02-22 19:24 SE Asia Standard Time
NSE: Loaded 118 scripts for scanning.
Script Pre-scanning.
Initiating Ping Scan at 19:24
Scanning lazada.co.id (45.116.91.1) [4 ports]
Completed Ping Scan at 19:24, 1.685 elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:24
Completed Parallel DNS resolution of 1 host. at 19:24, 13.06s elapsed
Initiating SYN Stealth Scan at 19:24
Scanning lazada.co.id (45.116.91.1) [1000 ports]
Discovered open port 443/tcp on 45.116.91.1
Discovered open port §0/tcp on 45.116.91.1
Completed SYN Stealth Scan at 19:24, 5.61s elapsed (1000 total ports)
Initiating Service scan at 19:24
Scanning 2 services on lazada.co.id (45.116.91.1)
Completed Service scan at 19:25, 6.47s elapsed (2 services on 1 host)
Initiating 05 detection (try #1) against lazada.co.id (45.116.91.1)
Retrying 05 detection (try #2) sgeinst lazada.co.id (45.116.91.1)
Initiating Traceroute at 19:25
Completed Traceroute at 19:25, 3.06s elapsed
Initiating Parallel DNS resolution of 7 hosts. at 19:25
Completed Parallel DS resolution of 7 hosts. at 19:25, 13.04s elapsed
NSE: Script scanning 45.116.91.1.
Tnitiating NSE at 19:25
Completed NSE at 19:27, 98.995 elapsed
Nmap scan report for lazada.co.id (45.116.91.1)
Host is up (9.021s latency).
Not_shoun: 995 filtered ports
PORT  STATE SERVICE  VERSION
80/tcp open nagios-nsca Nagios NSCA
|_http-methods: No Allow or Public header in OPTIONS response (status code 31)
| http-robots.txt: 969 disallowed entries (15 shown)
| sonline-revolution-restricted/ /assets/
| /recommendation/ /*viewOrderTracking/ /*ordertrackinghelplink/
| /catalog/ajaxsearchBrands/ /tracking/sessioncounter/ /checkout/ /customer/
| /cart/ /new-products/ /top-sellers/ /special-price/
|_rcatalog/review/ /index/error/
433/tcp open tcpurapped
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Command: | nmap -T4 -A -v lazada.co.id
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Cancel

05 4 Host nmap -T4 -A -v lazada.co.id

B lazadacoid 45116 | | _http-methods: No Allow or Public header in OPTIONS response (status code 468)

| Tnttp-title: Site doesn't have a title (text/html).

| ssl-cert: Subject: commonName=+.lazada.co.id/organizationName=PT Ecart Services Indonesia/stateOrProvinceName=Jakarta/countryName=10
| Tssuer: commonNiame=GeoTrust SSL CA - G3/organizationane=GeoTrust Inc./countryName=Us

| Public Key type: rsa

| Public Key bits: 2048
|

|

|

!

Not valid before: 2015-01-22T00:00:00+00:00
Not valid after: 2019-84-22T23:59:59+00:00
s
SHa-

9083 401b 8de7 <698 e77a bac2 16%b bed7
© 9378 0200 e4le Sod2 9216 464 7aad 3074 F2cb 6239

|_ss1-date: 2060-01-22T64:32:28+00:00; +42y333d16n@7me3s from local time.
| t1s-nextprotoneg
I_ http/1.1
Warning: 0SScan results may be unreliable because we could not Find at least 1 open and 1 closed port
Device type: WAP

Running (JUST GUESSING): Linux 2.6.X (85%)

05 CPE: cpe: /o linux:linux_kernel:2.6.22

Aggressive 05 guesses: Openiirt Kamikaze 7.09 (Linux 2.6.22) (85%)

No_exact 05 matches for host (test conditions non-ideal).

Netuork Distance: & hops

ICP_Seauence Prediction: Difficulty=257 (Good luck!)

Ip 1D Sequence Generation: Randomized

TRACEROUTE (using port 443/tcp)
ADDRESS
ms 192.168.100.1
ms 36.68.192.1
s 125.160.0.29
ms 61.94.115.205
ms telkonnet .openixp.net (218.100.36.56)
ms 1zdsea.openixp.net (218.100.36.53)

30.00 ms 45.116.91.1

NSE: Script Post-scanning.
Read data files from: C:\Program Files (x86)\limap

05 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nnap done: 1 IP address (1 host up) scanned in 179.24 seconds

[ Ftaross ] Raw packets sent: 2085 (95.328KB) | Rcvd: 54 (3.422kB)
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